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Chapter 1. Introduction
1.1. About This Handbook

This handbook walks you step-by-step through the straightforward process of installing and configuring the 6000
MAS.

1.1.1. Who This Handbook is Written For

This handbook is for distributors and resellers of the Mitel Networks 6000 MAS.

1.1.2. Where You Can Find More Information

To access documentation from the Internet, follow these steps:

1. Go to http://www.mitel.com/.
2. From the Online Services selection menu, select "Mitel OnLine".
3. Loginusing your Username and Password.

4. Click "Technical" and then click "Product Documentation” to access edocs.

Note

Y ou must be aregistered user to access documentation through Mitel OnLine.

1.1.3. About Our Test Company: The Pagan Vegan

In this handbook, we use examples of a catering and event-planning company, The Pagan Vegan or TPV, that con-
figures, administers and makes use of the 6000 MAS. Asfar as we know, ho company of this name exists.

1.2. About the 6000 MAS

The 6000 MAS is amanaged Internet security and productivity solution for single-site and branch-based enterprises.
It combines award-winning software, Mitel Networks SME Server with ServiceLink, with a suite of managed ser-
vices delivered from the Mitel Networks Applications Management Center (AMC). The 6000 MAS manages the
end-user's connection to the Internet by routing Internet data packets to and from the network (which allows all the
computers on the network to share a single Internet connection) and by providing security for the network, minimiz-
ing the risk of intrusions.

When one of the computers on the local network contacts the Internet, or is contacted by an outside machine on the
Internet, the 6000 MAS not only routes that connection, but seamlessly interposes itself into the communication.
This prevents a direct connection from being established between an external computer on the Internet and a com-
puter on the local network, thereby significantly reducing the risk of intrusion onto the network.

The server also provides services - including e-mail, web access and a powerful file sharing and collaboration fea
ture called "i-bays" - that allows users to communicate better internally and with the rest of the world using the In-
ternet.

Throughout this handbook, SME Server refers to the server software component installed at the end-user's site. 6000
MAS refers to the total solution - the server software as well as applications and subscription services delivered from
the AMC.
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The word gateway is used to mean the computer that acts as the interface between the local, internal network and the
external world - typically the 6000 MAS itself.

"server and gateway” mode .

Joodg

If desired, the 6000 MAS can also be run in "server-only" mode. In "server-only" mode, the 6000 MAS provides the
network with services, but not the routing and security functions associated with the role of "gateway". Server-only
mode is typically used for networks aready behind a separate firewall. In that configuration, the firewall fulfills the
role of gateway, providing routing and network security.

"server—only” mode
Internet

gateway /
firawall

aljslj=a}

Once installed, the 6000 MASS can be configured and managed remotely. Routine administration is handled from the
administrator's desktop using a web-based interface, so only on rare occasions will a technician or administrator re-
quire direct access to the server computer. Once installation is complete, most customers put the server in an out-
of-the-way place such as a utility closet. If you wish, you can disconnect the keyboard and monitor. (Note that some
computers may not operate correctly without an attached keyboard.)

1.2.1. The AMC

With the 6000 MAS, Mitel Networks Corporation has devel oped a suite of integrated network services - ServicelLink
- that extend and enhance the functionality of the server. ServicelLink maximizes the security, performance and relia
bility of the server through real-time interaction with the Applications Management Center (AMC). Note that until
the 6000 MAS is registered for ServicelLink, the links to Servicelink pages in the Server Manager will take you to
panels that are not active.
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Note

If your server is behind an additional firewall, that firewall will need to be configured to allow outbound
SSH packets on TCP port 22 in order for the server to communicate with the AMC.

1.3. Software Licensing Terms and Conditions

The 6000 MAS s licensed for an individual server under the terms of the End User License Agreement found on the
CD. Acceptance of this agreement and identification of the end-user accepting is required during the software instal-
lation.

If you have acquired the 6000 MAS by means other than purchasing a Mitel Networks commercia offering through
an authorized reseller, it is unsupported. For further information and help in contacting an authorized reseller in your
area, visit http://www.mitel.com/.

1.4. What's New
1.4.1. Features

The 6000 MAS release 5.6 provides many small enhancements, and in particular the following new features:

» Upgrade to Linux 2.4 kernel - The base 6000 MAS software (SME Server with ServicelLink) software has been
upgraded to the Linux 2.4 kernel. This upgrade enhances the reliability of the server and provides support for a
broader range of server hardware.

» Enhanced firewalling - With the upgrade to the Linux 2.4 kernel, the previous ipchains-based firewall rules have
been converted to iptables. Thisresultsin an even tighter firewall, using stateful packet inspection.

» Changes to ordering process - The 6000 MAS is a subscription-based product that is managed via the AMC.
With this release, changes have been made to the subscription ordering and activation process in order to sim-
plify delivery of the product.



http://www.mitel.com/

Chapter 2. Software Blades

Clicking on "Blades" in the Server Manager's navigation menu will display alist of available software blades which
can be installed on your system. These blades may include 6000 MAS updates for your specific 6000 MAS release,
or new applications that extend the functionality to your 6000 MAS release.

This list of blades is downloaded from the AMC if more than 30 minutes have elapsed since the last blades request.
Otherwise the current cached list of blades is displayed (click "Update List" to immediately retrieve an updated list
fromthe AMC.

To download and install a blade, click "Install". Most blades create new menu items in the Server Manager naviga:
tion menu to alow you to configure the blade. Others provide their own configuration interface or do not require ad-
ditional configuration. For details, consult the documentation provided with the blade.

2.1. Managing Blades

Blades are developed and made available by Mitel Networks Corporation, Mitel Networks Authorized Resellers or
by third-party developers.

Note

Each time a server is registered with the AMC, contact information must be entered so that Mitel Networks
can send notifications of software updates. However, it is good practice to periodically check the "Blades’
panel of the Server Manager for new update blades.

If you give your clients access (via the system password) to the Server Manager, you may not want them installing
blades onto the server without your knowledge, as you are probably the one providing support to them. To avoid this
problem, you can manage the list of available blades from the AMC and deny specific blades to some or al of your
servers.

If you click on "Blades list management" in the navigation menu, you will see a screen similar to the image below
listing al currently available blades.

Blades list management

There are currently 5 publlely avallable blades.
Click 'Deny Servers’ to make a blade unavallable to one or mare of your servers.

Versian’ © |Modified © | Submitted  © | Submitted by © Rating’ © [Servers’ ©
Descriptlan: Enable free/busy scheduling _D_e%_;l
1.1.4 [June 11, 2002, 7:51 am|June 11, 2002, 7:51 am | Mitel Networks developers - <bugs@e-smith.com:» | supported | Deny Servers
Descriptlan: Provide a web-based groupware sulte ME_:.J
012 [June 11, 2002, 7:51 am|June 11, 2002, 7:51 am | Mitel Networks developers - <bugs@e-smith.com:» | supported | Deny Servers
Descriptlan: Enable collaboratlon via Jabbker Instant messaging ME_;I
1.1.5 [Jure 11, 2002, 7:52 am|June 11, 2002, 7:52 am | Mitel Networks developers - <bugs@e-smith.com:» | supported | Deny Servers
Description: Add suppart for Mitel Netwarks ICP and IP phones _Details *|
012 [June 11, 2002, 7:52 am |June 11, 2002, 7:52 am | Mitel Networks developers - <bugs@e-smith.com:» | supported | Deny Servers
Descriptlan: Blade which adds a system Informatlon web page to a system _D_e%_;l
1 [June 11, 2002, 7:52 am | June 11, 2002, 7:52 am | Mitel Networks developers - <bugs@e-smith.com:» | supported | Deny Servers

If you click "Deny Servers' in the end column, you will be presented with a screen such as the one below that will
allow you to deny access to this blade for all of your servers or for specific servers.
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Blades list management

Manage access for SMEServer-Blade-FreeBusyScheduling

Service account ID Company Descriptlan

8542688 Jones Metweorks | Main branch server | allow
8788455 Jones Metweorks | Backup server deny
9017220 Jones Netweorks | Boston server deny

Deny All Adlow All

This mechanism alows you to limit which blades your clients can see and therefore install.

Note

This assumes that your clients have access to the Server Manager. If you do not give your clients the sys-
tem password, they cannot access the Server Manager and therefore cannot install any blades. However,
you would then have to perform all server administration tasks for the client.

Note

There are other restrictions that control visibility of blades, including the terms of the 6000 MAS subscrip-
tion and the hardware platform.

Thefollowingisalist of blades currently available for downloading.

Web Access Control

The Web Access Control Service allows you to filter the web sites available to users by blocking selected cate-
gories of sites. Potentially objectionable sites are grouped into categories, such as pornography, gambling, or
hacking sites. This "blacklist" of blocked web sites is updated regularly by the AMC. The service can block en-
tire domains or specific URLs. Certain | P addresses (for example, the system administrator's workstation) can be
excluded from the filtering rules.

Groupware Blade

This browser-based application allows calendar sharing and collaboration, including the ability to schedule
meetings between users, and maintain and share contact lists and to-do lists. This application does not integrate
with Microsoft Exchange Server but will provide similar functionality for an office that cannot afford the cost
and complexity of Exchange.

Instant Messaging Blade

The Instant Messaging (IM) Blade allows instantaneous electronic conversations through the 6000 MAS instead
of using publicly available services such as MSN, AIM and Y ahoo. Conference rooms (group chat) and a user
directory are also provided. The IM service can work across a ServiceLink IPSEC VPN, alowing your organiza-
tion to have its own secure IM infrastructure. Aswell, the solution allows IM users on the server to communicate
with IM users on other services such as MSN and Y ahoo.
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IP Phone Support Blade

This blade configures the 6000 MAS to support Mitel Networks IP phones, thus ssmplifying installation.
Fax Server Blade

This feature allows the 6000 MAS to send faxes, with the use of an external fax modem.

System I nformation Blade

This feature allows system administrators to view information about the server such as disk usage, CPU usage,
etc.

Free/Busy Scheduling Blade

The Free/Busy Scheduling blade integrates with Outlook 2000 (also known as Outlook 9.0) and Outlook 98. It
allows Outlook usersto publish their busy times and to view other users' busy times.




Chapter 3. Hardware Installation
3.1. Hardware Requirements of the 6000 MAS Host Computer

Warning

The 6000 MAS software relies upon the host computer meeting the hardware standards noted in this sec-
tion. Although these guidelines are intended to help in system configuration, compatibility cannot be as-
sured. Mitel Networks Corporation reserves the right to limit support for hardware configurations that we
determine to be incompatible with the 6000 MAS software. Also, be aware that future voice-enabled appli-
cations from Mitel Networks may be certified and supported only on specific hardware platforms that can
provide the requisite speed and performance.

Before you consider the requirements defined below, please be aware of the following notes:

The 6000 MAS ships with remote access services disabled by default. Enabling webmail will increase the re-
source requirements of the server, in particular the memory requirement. Other remote access services, such as
ssh and PPTP, are aso processor-intensive. Y ou should consider a fast processor speed if you intend to make
significant use of these services.

The server should work with any Pentium, Celeron, AMD or Cyrix processor.

The amount of available RAM is one of the most important considerations for server performance as it reduces
the load on the disks. If atradeoff isrequired, extra RAM will usually be more beneficial than afaster CPU.

For a dedicated connection in server and gateway mode, the server requires two ethernet adapters (also called
network adapters or network interface cards). For a dialup connection or server-only mode, one ethernet adapter
is needed.

SCSI (Small Computer Systems Interface) is a system for adding peripherals to a computer which enhances per-
formance, reliability and scalability. If you are using a SCSI system, you will need a specific adapter/driver
(installed similarly to an ethernet adapter) and will need to purchase SCSI-enabled peripherals. These tend to be
more expensive than their non-SCSI counterparts but the tradeoff is often worth it if the system will be under
heavy loads.

The software supports most external modems; however, internal modems are generally not supported.

Note

The hardware recommendations below apply to servers with up to 500 users. The 6000 MAS can support
more than 500 users, but in such cases we suggest that you specify a custom system using our Category 4
requirements as the minimum starting point.

3.1.1. Hardware Requirements for a Category 1 Server

Following are the minimum hardware requirements for a basic file/print server and network gateway. Note that such
a system will not provide satisfactory performance for features such as webmail, remote access via PPTP and for
Servicelink offerings such as automatic virus protection and IPSEC VPNs.

Table 3.1. Definition of a Category 1 Server

# of Users
Usage

Upto 10
Light (minimal use of remote access, file sharing and other disk-intensive activity. No
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use of webmail, virus scanning or VPNSs.)

Table 3.2. Hardwar e Requirementsfor a Category 1 Server

Architecture
Processor speed
Minimum RAM
Hard drive

SCS| adapter
Ethernet adapters
Modem (for dialup only)
CD-ROM drive
Floppy drive
Monitor
Graphics card
Mouse

Sound card

PCl-based Pentium-class processor

90 MHz (or better)

64 MB

IDE or SCS - at least 1 GB

Refer to SCSI Adapter section below (only necessary for SCSI systems).
Refer to Ethernet adapter section below.

Only modems that are Linux-compatible may be used. WinM odems are not supported.
ATAPI or SCS|

any

any

any

none required

none required

3.1.2. Hardware Requirements for a Category 2 Server

Table 3.3. Definition of a Category 2 Server

# of Users
Usage

Upto40
Light (moderate use of remote access, file sharing and other disk-intensive activity)

Table 3.4. Hardwar e Requirementsfor a Category 2 Server

Architecture
Processor speed
Minimum RAM
Hard drive

SCSI| adapter
Ethernet adapters
Modem (for dialup only)
CD-ROM drive
Floppy drive
Monitor
Graphics card
Mouse

Sound card

PCI-based Pentium-class processor

400 MHz (or better)

128 MB

IDE or SCS| - at least 6 GB

Refer to SCSI Adapter section below (only necessary for SCSI systems).
Refer to Ethernet adapter section below.

Only modems that are Linux-compatible may be used. WinModems are not supported.
ATAPI or SCSl

any

any

any

none required

none required
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3.1.3. Hardware Requirements for a Category 3 Server

Table 3.5. Definition of a Category 3 Server

# of Users
Usage

Upto40
Heavy (heavy use of remote access, file sharing and other disk-intensive activity)

Table 3.6. Hardwar e Requirements of a Category 3 Server

Architecture
Processor speed
Minimum RAM
Hard drive

SCSI adapter
Ethernet adapters
Modem (for dialup only)
CD-ROM drive
Floppy drive
Graphics card
Mouse

Sound card

PCI-based Pentium-class processor

600 MHz (or better)

256 MB

IDE or SCSI (SCSI highly recommended) - at least 10 GB

Refer to SCSI Adapter section below (only necessary for SCSI systems).
Refer to Ethernet adapter section below.

Only modems that are Linux-compatible may be used. WinModems are not supported.
ATAPI or SCSI

any

any

none required

none required

3.1.4. Hardware Requirements for a Category 4 Server

Table 3.7. Definition of a Category 4 Server

# of Users
Usage

Up to 500
Heavy

Table 3.8. Hardwar e Requirements of a Category 4 Server

Architecture
Processor speed
Minimum RAM
Hard drive

SCS| adapter
Ethernet adapters
Modem (for dialup only)
CD-ROM drive
Floppy drive
Monitor
Graphics card

PCI-based Pentium-class processor

700 MHz (or better)

256 MB

SCSl - at least 20 GB (2 large SCSI drives using RAID1 strongly recommended)
Refer to SCSI Adapter section below (only necessary for SCSI systems).

Refer to Ethernet adapter section below.

Only modems that are Linux-compatible may be used. WinModems are not supported.
ATAPI or SCS|

any

any

any
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Mouse none required
Sound card none required

3.2. Hardware Compatibility

Version 5.6 of the 6000 MAS software (SME Server with ServiceLink) is based on RedHat 7.3 and uses the 2.4 se-
ries Linux kernel. This combination supports a wide variety of hardware, but it is important that any hardware cho-
sen for the server has been tested for compatibility before deployment. For convenience, Mitel Networks supplies a
bundled hardware-software solution that provides guaranteed compatibility.

We expect that all hardware which is marked as " Certified" or "Compatible" on the RedHat Hardware Compatibility
List http://hardware.redhat.com/hcl/ [http://hardware.redhat.com/hcl/] for Redhat 7.3 will function correctly with the
6000 MAS.

We do not recommend the user of server hardware which is not listed as " Certified" or "Compatible". Please contact
your support channel for further details of hardware compatibility.
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4.1. Ordering Products

I mportant

This section only appliesto you if you order your 6000 MAS products directly from Mitel Networks. If you
order from a distributor or from some other source, follow your distributor's traditional ordering process,
skip this section and proceed to Registering a Server.

To order services, follow these steps:

1. Connect to the AMC at https.//mitel-amc.com/partners.
2. Under Order Management, select "Order products”.

3. Enter a Purchase Order Reference number. This reference number will be quoted on the invoice you receive
from Mitel Networks.

4. For each product that you wish to order, select the quantity from the drop-down list. You can select up to 10 of
each product.

5. Click "Next".
6. Anorder confirmation screen will appear. Verify your order and then click "Confirm".
This process electronically submits a purchase order to Mitel Networks for the requested products. For each

item that you ordered, an activation key will be created and credited to your AMC account. You will be billed
by Mitel Networks for the products you have ordered.

4.2. Registering a Server
Note

Use this procedure only if you are registering a new server. If you want to add services to an existing
server, go to Enabling Additional Servicelink Services.

Note

If you are registering a new server to be part of a Teleworker VPN, skip this section and go to Registering a
Teleworker Server.

To register aserver, follow these steps:

1. If you'renot already logged in, connect to the AMC at https://mitel-amc.com/partners/.
2.  Select "Register aserver" from the AMC menu on the | eft side.

3. A form appears where you can identify the server to which you want to allocate services. Fill in the form with
the server's details. Ensure that the server description is unique as that field will subsequently be used to iden-
tify the server.

Tip

11
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If you have previously registered a server for a client and now wish to register one or more additional
servers, you can choose the company name from the drop-down list, and press the Auto-Fill button to have
the company's information appear in the form. Note that you will still need to supply text for the Descrip-
"tion" field. If thisis a new company, enter the company information.

4. Click "Submit".

5. You will see a screen asking you to confirm the activation of the server with these services. Click "Next" to
confirm, or click the "Back" button on your browser to return to the previous form to correct information.

6. You will be presented with alist of all product activation keys that are available to you as a result of your or-
ders. Choose an activation key by clicking "select" beside the product. Y ou also have the option of manually
entering your product license key in the available field and then clicking "Next". Note that you can only select
BASE Servicelink products during this registration step. If you have purchased any UPGRADE products, you
can add them to this server later.

7. A confirmation screen appears listing the products you selected. If desired, enter information into the Reference
field (i.e. a PO number). Click "Next".

8. You will now see a screen indicating that Step 1 of your server registration is complete. This page will also in-
dicate the Service Account 1D, a number that uniquely identifies this server. We suggest you print out this page
for your records.

9. Log out of the AMC and log in to the Server Manager on the server you are registering.

10. Click "Status' (under ServicelLink in the Server Manager's navigation menu) and enter the Service Account ID.

11. Click "Activate".

The server will now connect to the AMC and synchronize with it. You will see a screen telling you that registration

was successful. The server registration process is now complete. (Note that the initial synchronization can take sev-

eral minutes to complete.)

At any time in the future, you or your customer can view the status of Servicelink services by clicking on "Status'
in the Server Manager's navigation menu.

Returning to the AMC, you can now see alist of registered servers by clicking on "Servers' in the AMC navigation
menu. Y our newly-registered server should appear in thislist.

For more information on the status of your server, read the section on Monitoring Server Status.

4.3. Registering a Teleworker Server

Toregister aserver as part of a Teleworker VPN, follow these steps:

1. If you're not already logged in, connect to the AMC at https://mitel-amc.com/partners/.
2. Select "Register aserver" from the AMC menu on the left side.
3. A form appears where you can identify the server to be added to the Teleworker VPN. Click on "Teleworker

Client" and then fill in the form with the server's details. Ensure that the server description is unique, as that
field will subsequently be used to identify the server.

Note

12
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In order for the "Teleworker Client" button to be visible, you must already have a Teleworker VPN master
server configured. This master server must be subscribed to a ServiceLink package that includes IPSEC
VPN support, and must have less than the maximum number of teleworker nodes already added to the
VPN.

4. Click "Submit".

5. You will see a screen asking you to confirm the activation of the server with these services. Click "Next" to
confirm, or click the "Back" button on your browser to return to the previous form to correct information.

6. Youwill be presented with a screen where you can choose to add this server to an existing Teleworker VPN, or
to create a new VPN with another specified Teleworker server. Choose the appropriate option and then click
"Next".

7. A confirmation screen appears listing the products that will be applied to this server. If desired, enter informa
tion into the Reference field (i.e. a PO number). Click "Next".

8. You will now see a screen indicating that your server registration is complete. This page will also indicate the
Service Account 1D, a number that uniquely identifies this server. We suggest you print out this page for your
records.

9. Logout of the AMC and log in to the Server Manager on the server you are registering.

10. Click "Status' (under ServicelLink in the Server Manager's navigation menu) and enter the Service Account ID.

11. Click "Activate".

The server will now connect to the AMC and synchronize with it. You will see a screen telling you that registration

was successful. The server registration process is now complete. (Note that the initial synchronization can take sev-

eral minutesto complete.)

At any time in the future, you or your customer can view the status of ServicelLink services by clicking on " Status"
in the Server Manager's navigation menu.

Returning to the AMC, you can now see alist of registered servers by clicking on "Servers' in the AMC navigation
menu. Y our newly-registered server should appear in thislist.

For more information on the status of your server, read the section on Monitoring Server Satus.

4.4. Enabling Additional ServiceLink Services

During the initial registration of a server, you enabled services on that server through the registration process (see
Registering a Server). However, at some future point you may wish to enable additional services for this server. Al-
ternatively, you may have a server where the services have expired and the customer now wishes to re-subscribe. In
either case you will follow the procedure outlined below.

To enable network services, follow these steps:

1. Usethe"Order products’ function to order whichever additional products you want.
2. Click on"Servers' inthe AMC.

3. Inthe Services column, click on the link for the server you want to modify. (It will show not enabled if there
are no services, or will indicate how many services are available.)

4. Inthe details screen, follow the link to add new services. You will see a screen where you can alocate keys to
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that server.

Choose a key by clicking "Select" beside the option. If you choose, you may manually enter your product li-
cense key in the available field and then click "Next".

A confirmation screen appears listing the products you selected. If you want, enter information into the Refer-
encefield (i.e. a PO number). Click "Next".

Following your confirmation, you will then be presented with the list of services that were enabled and the ex-
piration dates for those services.

If you return to the Servers screen, you will now see that the services column has been updated to reflect the
number of services each server has enabled.

Services will not actually be available on the server until the next synchronization. This should happen within the
hour, or you can perform amanual sync by clicking on "Status" in the Server Manager, then clicking the "Sync" but-
ton. After synchronizing, the status panel will show the subscribed services.

4.5. Moving a Server or Deactivating Services

If you have installed your 6000 MAS on new server hardware, or alternatively just want to deactivate servicesto a
particular server, follow this two-step process.

1
2.

On the server, in the Server Manager, click on "Status' and then follow the link for deactivating services.

In the AMC, click on the server's ID to go into the detailed information for that Server. At the bottom of the
page, click on "Reset Signature” for that server.

Note

You must do both steps, in the Server Manager and on the AMC, for this to work. Either step in isolation
will not suffice.

If you are moving the server, you can now reinstall the software on the new system and follow the activation steps
described in steps 8-10 in Registering a Server, using the same Service Account ID you created for the server.

You do not need to re-enable or purchase new services when you change the underlying hardware for the server.
The services associated with the server continue to be enabled, even if they are not being used. When the new server
syncs to the AMC using the same Service Account ID as before, it will gain access to the same services that were
enabled previously and will continue to use those services until they expire.

Note

Be aware that there is no change in the expiration date of services if you temporarily de-activate a server.
The services will expire on that date, regardless of how often they have actually been used.
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5.1. Licensing Terms and Conditions

Ininstalling the 6000 MAS software, you are agreeing to the licensing terms and conditions associated with it. You
can read these terms and conditions in the introduction to this handbook under the title Software Licensing Terms
and Conditions.

Warning

The computer on which you install this software will be totally dedicated to being your 6000 MAS. The
hard drive of this computer will be erased and re-written with the Linux operating system - dramatically en-
hancing the reliability of your server over other operating systems. However, this means that while this
computer is acting as your server, you cannot use it for any other purpose.

Note

If you have previoudly installed and configured a server and are reinstalling the software, please be aware
that you must use the Upgrade option in order to preserve your existing configuration and data. Performing
anew installation (rather than an upgrade) will erase al previously existing user accounts, user directories,
i-bay contents and web site and configuration parameters. If you have not already done so, you may wish to
back up the contents of your server onto one of your desktop computers or to a tape drive. You can do so
easily by selecting "Backup or restore" from the Server Manager, as explained in the chapter describing on-
going administration of your server.

5.2. RAID1 Support (Disk Mirroring)

the 6000 MAS supports disk mirroring, also called RAID Level 1. Disk mirroring ensures that all data is written to
two separate hard disks installed in your server. Should the primary disk fail, the mirror disk will continue asif noth-
ing had happened. All of the datawill be protected.

Disk mirroring can be accomplished through either software or hardware .

5.2.1. Software Mirroring

To enable software RAID1 support, you must first have two disks that are the same size or capable of having parti-
tions of the same size. They can be either SCSI or IDE drives. They must both be installed in your system prior to
installing the 6000 MAS software. Software RAID support can only be configured at the time you install the soft-
ware. If you choose not to configure RAID support on your server, and later wish to do so, you will need to reinstall
the 6000 MASS software.

Once you have two disk drives, activating RAID support requires only a slight change in the software installation
process.

Note

The 6000 MAS does not support RAID Level 0 (disk striping), as that does not provide any protection of
your data whatsoever. It does not support RAID Level 5 (disk striping with parity) because of the poor per-
formance and reliability of software implementations of RAIDS. If you are seeking RAID5 support, Mitel
Networks Corporation recommends you consider one of the many hardware implementations which will
provide both protection and performance.
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5.2.2. Hardware Mirroring

With hardware mirroring, you use a special RAID disk controller to mirror across multiple disks. The performance
can be significantly faster than software mirroring. Additionally it can simplify configuration because to the operat-
ing system the entire RAID disk system looks like a single disk. You should be able to use any supported SCSI
hardware RAID controller.

If you are going to use hardware mirroring, you should NOT choose Install - Dual hard disk with software RAID-1
mirroring in the installation process. |nstead, you should do aregular installation of the software.

Note

Using one of the supported hardware RAID controllers, you will be able to upgrade from an earlier version
of the 6000 MAS to version 5.6 using the standard upgrade process. Y ou should back up all your data and
test carefully after installation.

5.3. Upgrading From A Previous Version

If you have previoudly installed a server and now wish to upgrade to version 5.6, you can do so while preserving
your configuration data. Follow the installation instructions and choose the upgrade option by typing upgr ade after
your previous installation is detected.

As a precaution, we recommend that you back up your system prior to performing this upgrade.
Warning
During the upgrade process your server name for Windows networking will be set to the system name of
your server. If you previously used a different name for Windows networking, you will need to change

your server back to using this name on the Workgroup panel of the Server Manager once the upgrade has
compl eted.

Warning
You cannot change your primary domain name during an upgrade. If you change your primary domain

name after it has been set up, you will have to reboot your server and all of the client machines, and users
may have to manually modify items such as web browser bookmarks that point to your server.

Warning

It is not possible to use the Upgrade option to add software mirroring (RAID1) to an existing server.

If you enabled software mirroring with a previous version of the software, you should be able to upgrade
without any problems. However, if you are upgrading a previous version of the software that was not in-
stalled with software mirroring, and now wish to use software mirroring, you should follow these steps:

1. Perform abackup through the Server Manager.

2. Perform afreshinstall selecting the software mirroring option.

3. Restore the backup through the Server Manager.

Warning

If your 6000 MAS was not shutdown cleanly before attempting an update, you may be presented with an
error message such as "One or more of the file systems for your Linux system was not unmounted cleanly"”.
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You will not be able to proceed with an upgrade, though you could proceed with a clean install. If you wish
to upgrade, thus keeping existing configuration data, you should terminate the current upgrade attempt, re-
boot the 6000 MAS, and cleanly shut it down. Only then should you attempt the upgrade.

5.4. Installing the Software
Note

If you are configuring your system with RAID1 support, notice that your step 4 below will be dlightly dif-
ferent. If you skipped the previous section on RAID, it would be advisable to read it before proceeding.

Sep 1: Insert the CD-ROM. If your computer is an older model that is unable to boot from CD-ROM, you will also
need to insert the boot floppy. Most modern computers do not need a boot floppy.

Sep 2: Choose your preferred language from the list. This language will be used throughout the rest of the installa-
tion, and the 6000 MAS software will use this as the default language after installation.

Warning

The installation process formats and erases all attached hard drives. If you have multiple hard drives, be
sure to back them up prior to starting the installation process.

Sep 2a: If you see a keyboard selection screen, choose your preferred keyboard from the list. Otherwise, skip to the
next step.

Sep 3: Read the software licensing terms and indicate your acceptance of the license.

Sep 3a: Enter the name, title and company of the person accepting the end-user license on behalf of the end-user's
company.

Sep 4a: If an older version of the 6000 MAS software (SME Server with ServiceLink) is detected on your com-
puter, the software will assume that you are upgrading your previous system. Go to Step 5a.

Sep 4b: If an older version of the 6000 MAS software (SME Server with Servicelink) is not detected on your com-
puter, you will see a screen with two installation options. Choose whether you wish to "Install on a single hard disk
(or use hardware mirroring)" or "Install on dua hard disks using software mirroring (RAID1 support)”. If an upgrad-
able system is detected but you typed nore options to get to this menu, you will aso be able to choose
"Upgrade". If you choose "Upgrade”, go to step 5a; otherwise, go to step 5b.

Sep 5a: Read the screen offering afinal warning about the upgrade. Type upgr ade and hit enter or the "OK" button
to continue. The upgrade process will now automatically proceed. If you wish to perform a fresh install and over-
write your old installation, type nor e opt i ons, and return to step 4b. Otherwise, go on to step 6.

Sep 5b: Choose atimezone from the list and press "enter".

Sep 5¢: Read the screen offering afinal warning. Typei nst al | and hit enter or the "OK" button to continue. The
installation process will now automatically proceed to install the necessary packages.

Sep 6: Indicate whether you wish to create an emergency boot diskette. This can be used in the future to boot the
system in the event that you are unable to boot from the hard disk. If you choose yes, you will be prompted to insert
a blank diskette. We recommend that you do create an emergency boot floppy and put it in a safe place where you
can easily retrieve it when necessary.

Sep 7: Finishing the installation is automatic and takes only a few minutes. At the end of the process, you will be
prompted to remove the floppy diskette and CD and then to reboot your computer.

Warning
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The installation (or upgrade) process rewrites the boot sector on your hard drive. This may cause machines
with BIOS boot sector virus detection to not boot unattended. This detection should be disabled in your
system's BIOS.

5.5. Configuring your Server

Once your system has restarted (and is no longer booting from the installation CD), you are ready to configure your
system.

If your ISP provided you with a summary of your configuration choices and network information, we suggest that
you keep it handy while completing the screens in the configuration section of the server console.

There are several types of configuration parameters that must be entered into your server:

» the system password

» thetype of ethernet adapters (network interface cards, or NICs) that will be used by your server to communicate
with the internal network and the Internet (or external network). Typically, the server software will detect thisin-
formation automatically. (Note that if you are connecting to the Internet with a dialup connection, you only need
one ethernet adapter.)

» configuration for the internal (local) network - you must provide information about your internal network so that
your server can communicate with other machines on your local network.

» operation mode - you must select whether your server will operate in server and gateway mode or server-only
mode.

» configuration for the external network/Internet - you must configure your server so that it can communicate with
your | SP either by a dedicated connection or using a dialup connection (only for server and gateway mode).

» miscellaneous information - there are several final itemsto configure, such as whether to allow your usersto use
a proxy server, whether to provide status reporting to Mitel Networks Corporation, and whether you wish to se-
cure the server console so that it can only be accessed using the administrator's password.

Asyou select a given configuration parameter, you will be presented only with the screens necessary for your given
configuration. Each screen will provide you with a simple, detailed explanation of the required information.

Note: The" Keep" option

As you move through the configuration screens, you will notice that thereis a"Keep" option that will allow
you to keep the choices you may have made previously. Obviously, when you are configuring your system
for the first time, many of these choices will not have been made, but if you later go back to re-configure
the system, this option can save time.

5.6. Setting Your Administrator Password

The first thing you will be asked to do is to set the system password. This is the password you will enter to access
the web-based Server Manager. Depending on how you configure the system, you may aso need to enter this pass-
word to access the server console. It is extremely important that you choose a good password and keep that password
Secret.

Anyone who gains access to this password has the power to make any change to your server!

After you enter the password once, you will be asked to type it again to confirm that the password was recorded cor-
rectly. The password will also be examined to determine its suitability from a security perspective. If it is found to
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be weak (for instance, a dictionary word), you will see an additional screen asking if you really want to use this
password. You will have the option to go back and change to a stronger password or to continue using the weaker
password.

Note

You can use any ASCII printable characters in the administrator password. A good password should con-
tain mixed upper- and lower-case letters, numbers and punctuation, yet also be easy to remember. An ex-
ample might be "lwmMNS!" asin "l want my Mitel Networks Server!" (Please don't use this example as
your password!).

5.7. Configuring Your System Name and Domain Name

The next step isto enter the primary domain name that will be associated with your 6000 MAS. Thiswill be the de-
fault domain for your e-mail and web server. Y ou can later configure other virtual domains.

Warning

Once you enter your primary domain name, you should not change it. If you change your primary domain
name after it has been set up, you will have to reboot your server and all of the client machines, and users
may have to manually modify items such as web browser bookmarks that point to your server.

Next you need to provide a system name for the server. Think carefully about this as changing it later may create ad-
ditional work. (For instance, Windows client computers may be mapping drives to your server using its name. Those
clients would need to remap the drive using the new name.)

Tip
Y ou should make the system name as unique as possible in case you someday decide to link your server to
another server using an IPSEC VPN. When you do, each server will need a unique name. Using some type

of theme, such as location names, can be an effective way to ensure unique names. The system name must
start with aletter and can be composed of |etters, numbers and hyphens.

5.8. Configuring Your Local Network
5.8.1. Selecting Your Local Ethernet Adapter

Y ou will need to select the appropriate driver for the ethernet adapter connected to your local network.

If you are using a PCI ethernet adapter that appears on the supported list, it is likely that you will be able to choose
option 1, "Use xxxx (for chipset yyyy)", where 'xxxx' and 'yyyy" are specific to your hardware. If the software fails
to detect it correctly, you can manually select the appropriate driver for your ethernet adapter from alist of drivers or
from alist of ethernet adapter models. After the appropriate driver is selected, select "Next" and proceed to the next
screen.

5.8.2. Configuring Local Network Parameters
Enter the local IP address for this server. If you have no reason to prefer one set of IP addresses over another for
your local network, your server will prompt you with default parameters that are probably appropriate in your situ-

ation. If your server is being installed into an existing network, you must choose an address that is not in use by any
other computer on this network.

Tip

If you are installing servers at multiple sites within your organization, you may find it useful for later trou-
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bleshooting to use different network addresses for each site. Additionally, if you ever want to establish an
IPSEC VPN between the servers, each server will need to use a different range of |P addresses.

If, however, you are operating your server in "server-only" mode and there are already servers on your network, you
will need to obtain an unused | P address for your local network.

Next, you will be prompted to enter the subnet mask for your local network. If you are adding your server to an ex-

isting network, you will need to use the subnet mask used by the local network. Otherwise, unless you have a spe-
cific need for some other setting, you can accept the default setting.

5.9. Operation Mode

After configuring your local network, proceed to the following screen to select the server's operation mode. If you
want this server to act as a gateway to the Internet, choose one of the server and gateway options. Otherwise, choose
server-only mode.

5.9.1. Option 1: Server and Gateway Mode
If you configure the server to operate in server and gateway mode, your server will require either of the following:
1. two ethernet adapters (one to communicate with the local network and the other to communicate with the exter-
nal network/Internet)

2. one ethernet adapter (for the local network) and a modem for a dialup connection

With server and gateway mode, there are a number of extra parameters that must be configured. These will be dis-
cussed in the next section.

5.9.2. Option 2: Private Server and Gateway

Thismode is a variation of option 1 and provides the same functionality with the following differences:

e Theweb server is not visible to anyone outside of the local network.
» The mail server is not accessible outside the local network.
e Additional firewall rules are automatically configured to drop packets for various services (such as 'ping' re-

quests).

All services are available on the internal network. The differences are entirely in how your server is seen by the ex-
ternal world.

5.9.3. Option 3: Server-Only Mode
Server-only mode is appropriate if you do not wish to use the gateway capabilities of your server. In this configura-

tion, the server does not connect directly to the outside world (although it may connect indirectly through your fire-
wall or another server).

Warning

Because the server "trusts' the local network to be secure in server-only mode, it must be behind a firewall
of some type.
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Y our network will resemble the image below:

external network
or internet

*— gateway for network

d

i
your DHCP server will give

network parameters to
Q local desktop computers.

ethernet card connects
server to network

If you have a connection to the Internet by way of another gateway or corporate firewall, you can configure the
server to provide services (including e-mail, web services, file and print-sharing) to your network. In this instance,
you do not need your server to function as a gateway because that role is fulfilled by your firewall. If you select Op-
tion 3, "Server-only mode - protected network”, your server will provide your local network with web, e-mail, file
and print-sharing.

On the next configuration screen, you should enter the |P address for the Internet gateway on your local network. 1f
you do not have an Internet connection, leave this screen blank.

5.10. Configuring Server and Gateway Mode

If you are configuring the server to operate in server and gateway mode, you must select one of the following two
Internet connection types:
» adedicated connection - if you access the Internet via a router, a cable modem, or ADSL

» adialup connection - if you access the Internet viaamodem or ISDN connection

The next step isto enter the specific parameters representing that connection.

5.10.1. Server and Gateway Mode - Dedicated

How you configure your server's externa interface depends on whether you are using a dedicated or a dialup con-
nection. Therefore, if you configured your server for "server and gateway mode - dedicated connection” you will be
presented with very different configuration screens than if you configured the server for "server and gateway - di-
alup connection™ (as discussed in the next section).

5.10.1.1. Configuring Your External Ethernet Adapter

As you did previoudy with the local ethernet adapter, you need to configure the driver for the external ethernet
adapter. As before, the software will attempt to detect the card. If it correctly identifies the card, you can proceed us-
ing Option 1, "Keep current driver". If it does not, you can manually select the driver - either by specifying the
model of your ethernet adapter or by directly choosing adriver.
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5.10.1.2. Assigning Your Ethernet Adapters to Network Connection

To communicate successfully, the server needs to know which ethernet adapter connects it to the interna network
and which adapter connects it to the external network/Internet. The server will make this designation automatically -
the first ethernet adapter (in position "eth0") will normally be assigned to the local, internal network and the second
ethernet adapter (in position "eth1") will normally be assigned to the external network/Internet. In the event that this
assumption isincorrect, this screen allows you to easily swap that designation.

Note

If you don't know which ethernet adapter is designated to ethO and which is designated to ethl, leave it in
the default configuration while completing the rest of the screens. You will later have the opportunity to
"Test Internet Access' from the server console. If your test fails at that time, return to this screen, swap the
card assignment and retry the test.

keep Heep the current setting: "normal”

Tip
If you are using two different network interface cards, you will see which driver is associated with ethO and
which is associated with ethl. This information can help you determine which card is ethO and which is
ethl. If you have two cards that use the identical driver you will see a screen such as the one above where
the actual driver isnot listed.

5.10.1.3. Configuring Your External Interface

With adedicated connection in server and gateway mode, you will be presented with the following screen:
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| External Interface Configuration |

Mext.. specity how to configure the external etherret adagter.,

For cable modem connections, select DHCR, IF gyour ISP haz aszsigned a
zysztem name for your connection. use the account name option, Otherwize
uze the ethernet address option, For reszidential RAOSL. use PPFoE, For
most corporate connections, use a static IP address,

keep the n::l_n'-'r-Eerl’r_.k setting: static IF

i l=e IHCF {=zend account name a= client identifier!

2l l=e IHCF {=zend etkhernet address as client identifier)
i U= FFF over Ethernet {(PFPFoE}
d,

l=se =tatic IP address

Y our server must know three additional things to communicate on the Internet:

e itsown unique |P address so that Internet data packets can reach it.

* asubnet mask (also called a netmask) which looks like an IP address and allows other computers to infer your
network address from your | P address.

» theIP address of the external gateway for your server. Thisisthe |P address of the router on your server's exter-
na network. It identifies the computer that your server should contact in order to exchange information with the
rest of the Internet.

Normally, you would need to know this information and enter it into the server console. However, most | SPs are ca-
pable of automatically assigning these configuration parameters to your server using a DHCP server or PPPOE.

If you have a static |P address and your 1SP is configuring your server using DHCP or PPPOE, select Option 1, 2 or
3 depending upon how you will be connecting to your ISP. When you first connect to your ISP, your server will au-
tomatically be given its external interface configuration parameters.

If your ISP is providing you with a dynamic |P address, the ISP will configure this through DHCP or PPPoE and
your server will be re-configured automatically whenever your |P address changes. If you plan to use a Dynamic
DNS service, select Option 2. Otherwise, select Option 1.

If you are using ADS_ and need PPP over Ethernet , choose Option 3. Y ou will then be asked for the user name and
password you use to connect to your ISP. Note that some ISPs require you to enter their domain name as well as
your user name.

What is PPPoE?

PPPoE Point-to-Point Protocol over Ethernet is an implementation of the PPP protocol used for dialup connections
- only configured to run over an Ethernet connection. Many |SPs that provide ADSL connections use PPPOE as the
method of connecting their customers to the Internet over ADSL.

If you have a static 1P address and your |SP does not offer DHCP or PPPoE, then your ISP will give you the static
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I P address, subnet mask (or netmask), and the gateway | P address of the device that your server should connect to in
order to communicate with the Internet. Assuming you have this information on hand, you can go ahead and select
Option 4. Successive screens will prompt you to enter each parameter.

5.10.1.4. Configuring Dynamic DNS

If you choose either of the DHCP options or PPPOE, you will be presented with an additional screen where you can

choose adynamic DNS service.

| Select dynamic DMS service |

Pleaze szpecify whether you wish to subscribe to a dynamic DMS zervice,
Such services allow you to have a domain name without a static IF
addres=, and are available from various organizationzs for fres or for &
reazonable charge, A notification must be zent to the dynamic DHS
zervice whenever your IP address changes, Your zerver can automatically
do thi= for =ome dynamic OMS =ervices,

Choose which dynamic INS =ervice you would like to u=se,

Keep the current setting: off
1. Io not use a dynamic ONS service
i wuw ,4i,org — free service
- wi ,dyndns ,.com — commercial service
d, wu ,dyndns ,orzg — fres service
i
=

wun ,tzo,con — commercial service
Custom — Mitel Metworks technical supp required

Tip

6000 MAS users do not need a third-party dynamic DNS service as DNS serviceis typically included in the
ServicelLink subscription.

5.10.2. Server and Gateway Mode - Dialup Access
If you select dialup access, successive screens will ask you for the following information:
» information regarding the modem or ISDN connection with your ISP, such as the serial port your modem is con-
nected to 1

» modem or ISDN initialization screen - most users can ssimply leave this blank, but with some particular modems
or ISDN cards, additional information may need to be entered here

» thedialup access phone number
* username

* password

* connection policy

This|3s HemMkRRA%LRASHS iHIEETHAS SPRMANIDE SRR REIRA, YA ENFABN ANl HPEAlHUFHHYH

your modem uses.
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wish to have in place during typical work hours. If you are in a small office and wish to share your phone line be-
tween your computer and phone or fax, you may wish to minimize the time you are online. Thisis also true if your
ISP charges a fee on a per-minute basis. On the other hand, if you have a separate phone line or unlimited time with
your ISP, you might want long connection times or a continuous connection.

Warning

If you are using a dial-on-demand link to your ISP, please be aware that you can incur high phone charges
due to dialup connection attempts to the ISP. If your carrier charges fees on a per-call or per-minute basis,
it is possible that a failed modem link at the ISP will result in phone charges. Customers are urged to check
their carriers fee structure as well as the | SP's tariff to determine if charges will be incurred for failed dial-
up connections.

After configuring this policy for "work™ hours, you can configure the policy for time outside of office hours and ad-
ditionally for the weekend. Notice that you do have the choice of never, which would allow you to restrict your sys-
tem from connecting on weekends or during off-hours.

| Select connect policy |

Select. the dialup connect policy that you would like to wuse during
affice hours (8:00 AM to 600 PM} on weekdays.,

keep the current setting® long
never Mo connection
continuous Continuwous connection
long Long connect times to minimize dialing delays
e iLm Medium connect times
shart Short connect times to minimize minutes of F—hook

The connection policy defines several choices including Short, Medi umor Long. These specify how long the
server should wait before disconnecting the dialup connection. If your office only shares a single phone line, the
Short option minimizes the amount of connection time and frees up the phone line for later use. The down side to
thisisthat if someone is reading along page on the web site or steps away from their computer for a brief moment,
when they want to then go to another web page, the server will probably have disconnected and will need to redial
and connect. On the other hand, setting the Long connection time will result in users experiencing fewer delays
while waiting for the server to reconnect. However, the phone line will be used for alarger amount of time.

There are two separate timeout values configured by each choice. One value is the length of time since the last
HTTP (web) packet went through the server. The other is a more general timeout for any other types of packets. The
difference exists because it is assumed that connecting to a service such as ssh or POP3 to an external server will be
more active than someone using aweb browser. The timeout values are shown in the table below.

Choice HTTP Timeout Other Timeout
Short 3 minutes 30 seconds
Medium 10 minutes 5 minutes

Long 20 minutes 10 minutes

Note that there is also the option for a Cont i nuous dia-up connection. Choosing this option is basically equivalent
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to creating a permanent or dedicated connection, but only doing so through the use of a dial-up connection and a
modem or ISDN adapter. One example of this use might be to set a Cont i nuous connection policy during work
hours and then some variable policy during off-hours and the weekend. Assuming that your |SP approves of this ar-
rangement and you can afford to do so financialy, these settings would give your users the fastest response time as
the connection would always be online.

5.11. Configuring Your DHCP Server

5.11.1.

Y ou now will be prompted regarding DHCP service. Y our 6000 MAS can be configured to provide DHCP service
to your internal network.

We recommend configuring your server to use DHCP to configure all of your network clients. You should not do
thisif thereis an existing DHCP server on your network as there should typically be only one DHCP server per net-

work.

| Select DHCP =zerver confizuration |

Pleaze specify whether you would like thi= Mitel Metworks Server to
provide OHCP service to your local network, Thiz will let you asszign IF
addresszes to your other network computers automatically by configuring
them to obtain their IF information using OHCP,

Keep the current settingz: On

I:I Provide IHCF =ervice to local network
arf Do not provide IHCF =service to local network

Configuring the DHCP Address Range

Before the DHCP server is able to assign IP addresses to the computers on your network, you need to tell it what
range of IP addresses it can safely distribute. As above, this section is pre-configured with defaults that are appro-
priate in most situations. If you have fewer than 180 machines on your local network and no reason to prefer one
range of |P addresses over another, you can accept the defaults for these screens.

If the defaults are not appropriate to your situation, you may need a bit of background to understand how to config-
ure this range. For example, if you entered the server address of 192.168.1.1 and subnet mask of 255.255.255.0 (the
default settings), the configuration script will infer that your "network" is 192.168.1.0 and that valid addresses are
from 192.168.1.1 to 192.168.1.254. If you entered some number such as 192.168.100.1 for the server, the script will
infer that your valid addresses will be 192.168.100.1 through 192.168.100.254.

If you enter the number "192.168.202.65" as the "beginning of DHCP address range”, as shown below, the first
computer served by the DHCP server would receive the |P address of 192.168.202.65. The second computer would
receive the IP address of 192.168.1.66, and so on.
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| Select beginning of DHCP host rumber ranze |

You must rezerve a range of hoszt numbers for the DHCP server to use,

Fleaze enter the first host number in this range, If you are uzing the
standard Mitel Hetworks SME Server defaults and have no particular
preference. you should keep the default values,

If you specify that the end of the range is "192.168.202.250", as shown below, then the last computer able to receive
DHCP service would be assigned the IP address 192.168.202.250. Once all the available |P addresses within that

range are assigned, your DHCP server will no longer serve | P addresses to new computers.
| Select end of DHCP host tumber range |
Fleaze enter the last host address in this range. If you are using the
standard Mitel Hetworksz SME Server defaults and have no particular

preference. you should keep the default walue,

i el B S P

5.11.2. Important Issues About the DHCP Address Range

The usual range maximum is 254: Normally the "end of DHCP address range" cannot exceed "254". If you have
more than 253 computers on your network and would like to exceed this range maximum, you can use a Class B or
Class A non-routable address for your network. In this case the number entered in the "end of range" field needs to
be calculated and entered a little differently. If you fal into this category, we recommend you contact Mitel Net-
works Corporation or an authorized reseller for assistance. Note that the default range maximum is 250.

Thelocal IP address assigned to the server must fall outside of thisrange: In other words, you should not assign the
server a non-routable IP address that is also assignable by the DHCP service to another computer on your network.
If your server is assigned the |P address of "192.168.1.1" then the lowest possible number in the DHCP range should
be"2".

We recommend that you leave a small pool of IP addresses that can be manually assigned: Some of the computers
(or devices such as network printers) on your network may not be able to accept DHCP service. Therefore, it is
preferable to exclude some | P addresses from the DHCP range so they are available to be assigned manually to those
computers. For example, using the 192.168.1.0 block of addresses, the default "beginning of DHCP address range”
is"192.168.1.65". This ensures that non-routable IP addresses "192.168.1.2" through "192.168.1.64" are available to
you if any computers on your network cannot accept DHCP service. Additionally, the default end of "192.168.1.250
leaves addresses "192.168.1.251" through "192.168.1.254" available.

5.12. Further Miscellaneous Parameters

There are afew, final connectivity-related parameters that must be entered into your 6000 MAS.
Master DNSserver: Thefirst option isfor amaster (or primary) DNS server. Y ou should only configure this value if

your server is behind afirewall and cannot perform direct queries to Internet DNS servers. Most installations should
leave this setting blank. Y ou do not need to configure your server to use your ISP's DNS servers.

Note
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Your 6000 MAS contains a fully functional caching DNS server and in aimost all cases you will not need
to enter the address here for a DNS server. However, some corporate firewalls restrict DNS queries from
internal DNS servers. If that is the case, you will need to supply the address for an external DNS server.

External proxy server: The next screen allows you to configure your server so that the computers on your network
will use a proxy server outside of your own network. Some Internet Service Providers may require this. Additionaly,
if your server is behind another firewall, it may need to use the external proxy server. In most environments you can
leave this blank.

Satus reporting: You will be asked to decide whether to enable status reporting to Mitel Networks Corporation.
Through status reporting, Mitel Networks, tracks the performance of its servers worldwide. Every day, your server
would send a small packet of data containing up-time information to Mitel Networks. The information sent is mini-
mal and is not shared with any other organization.

Console mode: Next, as shown below, you select whether users will require a password to access the server console.
If you choose the default, "auto”, the server console will be displayed on your server monitor. In many small office
or home office situations, thisis perfectly acceptable. However, doing so allows anyone with physical access to your
server monitor and keyboard to make system-wide changes. If security is a concern, you may wish to choose "login.
This setting prevents users from accessing the server console unless they log in as "admin" with the system pass-
word you set earlier in the process. Note that this setting controls access to the server console only. It does not con-

trol whether you (or anyone else) can administer your server using the web interface.

| Select console mode |

By default the server console (which you are now uzing! can be used
without requiring a uzername or password, Az an additional security
precaution. youw can confizure this server to display a login prompt
instead, In thiz caze. you must log in az admin with the current system
pasz=zword to access the console,

k2 keep th
autao Display =erver cons=ole at all times
login Log in &= admin to access server console

=

e cUrrent =etting: auto

Contact e-mail address: Finally, you will have the option of providing a contact e-mail address and name. If you
would like to be notified of security updates or new versions of software, we strongly encourage you to provide at
least your e-mail address. As the screen indicates, we will only send you notices of updates and no other informa-
tion. Y our contact information will not be shared.

The last screen asks you to confirm your changes. After the changes take effect, you will see other services starting
up. When that is finished, the server should be fully operational!

Test your Internet access using the test option in the server console. If you chose "auto" earlier, the server console
remains permanently "up" on your server. Otherwise you would need to login as "admin”. Most routine administra-
tion (for example, adding or deleting e-mail addresses) is done from your desktop computer using the web-based
Server Manager (reviewed in alater chapter). Therefore, once it is up and running, most users put their server in an
out-of-the-way place and turn off the monitor.

Congratulations - you have configured your 6000 MAS!!

5.13. Using the Server Console

When installation is complete and if you set server console mode to "auto”, the opening screen of the 6000 MAS
server console will appear:
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| Server console |

Welcome to the console of your Mitel Hetworks SME Server!

Iz the Arrow and Tab keuys to make gour selection. then press Enter.,

1, Check =tatus of thiz zerver

2, Configure thi=z =erver

2, Rewview configuration

d, Test Internet access

5, PReboot or shut down thiz server

b, Access =erver nanager

7. Wiew =support and licensing information
g2, Exit from the server console

If you set the server console mode to "login”, you will see a login prompt. After you enter the user name "admin”
and your system password, you will see the server console screen above.

Note

Any time that you login to your system as the "admin" user you will see the server console. This is true
even when connecting to the server remotely using atool such as ssh (discussed later in the chapter on Re-
mote Access).

The server console provides you with basic, direct access to your server. From the server console you can get the
following information and perform the following tasks:

Option 1: Provides you with uptime information about your server.

Option 2: Allows you to view and modify the configuration information you entered during the original installation
(ethernet cards, IP address information, DHCP, DNS, domain names, €tc.).

Option 3: Provides asummary of the configuration parameters entered into your server.

Option 4: Allows you to test your Internet access by sending a small test packet of information to a server on the In-
ternet (located at Mitel Networks).

Option 5: Allows you to smoothly reboot or shut down your server.

Option 6: Provides access to the web-based Server Manager using a text-based browser. Thisis the same interface to
which you can connect from another system using a normal graphical browser. This option merely allows you to
perform these functions directly from the server console.

Option 7: Displays the licensing terms governing the distribution and use of 6000 MAS software and information on
how to contact Mitel Networks Corporation for support.

5.14. Using the Text-based Browser

For Option 6, Access Server Manager with text-mode browser, the server uses a text-based browser called lynx to al-
low you to access the web-based Server Manager from the server console. Navigation is primarily with the arrow
keys - up and down to move through the page, right arrow to follow a link, left arrow to go back. Lynx has a wide
range of other commands which you can learn about through the online help avalable at
http://www.lynx.browser.org/ [http://www.lynx.browser.org/]. Note that for security reasons some regular features
of lynx are disabled when you are browsing from the server console (such as the ability to specify an external URL).
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Type'q' (for 'quit’) to exit the text-based browser.

5.15. Accessing the Linux Root Prompt

If you are an expert user and would like to do advanced modifications to the configuration of your server, you can
access the Linux operating system underlying the 6000 MAS software by logging in as the user "root". If your
server is displaying the server console and not alogin prompt, you can press Alt-F2 to switch to another screen with
alogin prompt. To switch back, press Alt-F1. Always ensure that you log out from the root account when you are
finished and before you switch back to the server console.

Warning

Please be aware that making changes and customizations to your server from the Linux command prompt
may invalidate your support agreement. Please contact your Mitel Networks authorized reseller before
making any such customizations.

The password for the "root" user is whatever password is currently set for the administrator of the server. Note that
thisisthe same password as that used by the "admin" user account.

Be aware that this ability to switch between the server console and a login prompt is only available when you have
physical access to the server. If you connect in remotely as the "admin" user and see the server console, you will not
be able to switch to a login prompt in that window. (You can, however, open another remote connection to your
server and login as the "root" user.) Note that remote administrative access is disabled by default and must be
specifically enabled through the Remote Access panel of the Server Manager.

Note

If you are not familiar with working from the Linux prompt, you may be interested in trying a file manage-
ment tool called Midnight Commander. It allows you to perform many file operations through a menu-
driven interface. Simply type mc at the command prompt. Press the function key "F1" for help and "F10" to
quit.

5.16. On-going Administration Using the Server Manager

The Server Manager is a ssimple control panel that allows you to administer your network. Using the Server Man-
ager, you perform such tasks as adding or deleting e-mail addresses, setting the system date and time, and creating a
starter web page. The Server Manager is accessed through a web browser on the local network by visiting the URL
http: // www.your domai n.xxx/server-manager or more simply http:// wwwi/server-manager.

Note

Remote access to the server manager is only possible via an encrypted connection using tools such as ssh,
PPTP or SSL (https).
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a Mitel Networks Server manager - Microsoft Internet Explorer = |EI|5|
J File Edit %iew Favorites Tools Help |
= Back - J Address I http: ffvaswlkserver-manager j P an |J Links **
@MITEL e
SME ServerV.5
S
Security

saE Welcome to the server manager

Remote access
Lacal netwarks To perform a system administration function, click ane of the links in the menu an the
left of yvour screen. If this is your first time using Mitel Networks SME Server, you

Eonfiguration should start by performing each of the functions in arder.

Date and time

Workgroup This software comes with ABSOLUTELY NO WARRANTY unless you have purchased a
Directory supported copy from Mitel Networks Corporation or one of its Authorized Partners.
Printers Please click here to view detailed support, warranty and licensing information.

Hostnames and addresses

E-rmail retrieval
Cther e-mail settings
Rewview configuration

Collaboration
User accounts
Quota management
Groups
Pseudonyms

Information bays
Wirtual domains

 —— =l
|@ l_ l_ B Local intranet b
When you arrive at the correct URL, you'll be asked to enter your user name (which is always "admin") and the

password you created during the installation process. Enter that information and click "OK" to be taken to the Server
Manager. It will look like the screen shown above.

In the Server Administration chapter, we'll explain each of the administrative functions.
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6.1. Passwords

To change the admin password, follow these steps:

1. Typethe new password in thefirst field.

2. Verify the new password by entering it again in the second field. (Your password can be any combination of
printable characters, including upper- and lower-case letters, numbers, and punctuation marks.)

Note

If you make a mistake, click the "Back" button on your browser and try again. Whenever you change your
password, the system will prompt you for the revised password as soon as you attempt to access another
feature. When you get the "Authorization Failed" message, click "OK", enter the new password and press
"Enter".

Change system password

Certain services on this Mitel Networks server installation require a username and password (for example this web
page far the server manager application). The username is always admin. ¥ou can change the system password

using the fields belaw.

Wew system password I

MWew system password (verify)l

Save |

6.2. Remote Access

If you're an advanced user, the 6000 MAS provides several different ways to access the underlying operating sys-
tem, either from a computer on your interna network or from a computer outside your site on the Internet. Addition-
ally, you have the ability to access the local network securely from a remote computer. All of these operations are
configured from the screen shown below in the Server Manager.
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Change remote access settings

For each of the options below, the private setting allows anyone from your local network to access your Mitel Networks server. The public setting allows
access from anywhere on the Intermet. The no access setting disables access. To understand the security implications of changing these aptions from
the default settings, you should read the user's guide section on remote access.

You can contral secure shell access to your Mitel Networks server. The public setting should only be enabled by experienced administratars for remaote
problem diagnosis and resolution. ¥e recommend leaving this parameter set to no access unless you have a specific reason to do otherwise.

Secure shell access !Public 'l

allow administrative command line access over secure shell |Yes 'i
Allow secure shell access using standard passwords iYes 'i

¥ou can allow PPTP access to your Mitel Networks server, You should leave this feature disabled by setting the value to number 0 unless you require
PPTF access.

Mumber of PPTP clients I

You can also control FTP write access for the admin and user accounts on this server, (Write access is never permitted via anonymous FTP or via the
information bay accounts.) We strongly recommend leaving this parameter set to private unless you have a specific reason to do otherwise.

FTP user account access !Private 'l

Mote: this policy limits access to the FTP server and overrides other settings, including those for individual information bays.

FTP access limits Digable FTP Entirely LI

You can also control telnet access to your Mitel Netwarks server, WARNING: telnet is inherently insecure and should only be used in circumstances
where no practical alternative exists, ¥You should leave this option set to no access and use the secure shell if remote access is required.

Telnet access iNDAccess 'i

It is possible to allow hosts on remote networks to access the SME server manager by entering those networks here, Use a subnet mask of
255.255.255.255 to limit the access to the specified host.

Click here to add a new entry.

There are no entries yet

| Sawve |

Each of these remote access methods is described bel ow.

6.2.1. Remote Access Using ssh
If you need to connect directly to your server and login from a remote system belonging to you, we strongly encour-
age you to use ssh instead of telnet. In addition to UNIX and Linux systems, ssh client software is now also avail-
able for Windows and Macintosh systems. (See the section below.)

If you do not have any reason to allow remote access, we suggest you set thisto No access.

ssh (secure shell)

ssh (secure shell) provides a secure, encrypted way to login to a remote machine across a network or to copy files
from a local machine to a server. Many people do not realize that many programs such as telnet and ftp transmit
your password in plain, unencrypted text across your network or the Internet. ssh and its companion program scp
provide a secure way to login or copy files. The ssh protocol was originally invented by SSH Communications Se-
curity which sells commercia ssh servers, clients, and other related products. The protocol itself has two versions -
SSH1 and SSH2 - both of which are supported by most clients and servers today. For more information about SSH
Communications Security and its commercial products, visit http://www.ssh.com/.
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OpenSSH, included with the 6000 MAS, is a free version of the ssh tools and protocol. The server provides the ssh
client programs as well as an ssh server daemon and supports both the SSH1 and SSH2 protocols. For more infor-
mation about OpenSSH, visit http://www.openssh.com/ [http://www.openssh.com/].

Once ssh is enabled, you should be able to connect to your server simply by launching the ssh client on your remote
system and ensuring that it is pointed to the external domain name or IP address for your server. In the default con-
figuration, you should next be prompted for your user name. After you enter admin and your administrative pass-
word, you will be in the server console. From here you can change the server configuration, access the Server Man-
ager through atext browser or perform other server console tasks.

If you do enable ssh access, you have two additional configuration options:

» Allow administrative command line access over ssh - This allows someone to connect to your server and login as
"root" with the administrative password. The user would then have full access to the underlying operating sys-
tem. This can be useful if someone is providing remote support for your system, but in most cases we recom-
mend setting this to No.

» Allow ssh using standard passwords - If you choose Yes (the default), users will be able to connect to the server
using a standard user name and password. This may be a concern from a security point of view, in that someone
wishing to break into your system could connect to your ssh server and repeatedly enter user names and pass-
words in an attempt to find a valid combination. A more secure way to allow ssh access is called RSA Authenti-
cation and involves the copying of an ssh key from the client to the server.

Note

By default, only two user names can be used to login remotely to the server: admin (to access the server
console) and root (to use the Linux shell). Regular users are not permitted to login to the server itsdlf. If
you give another user the ability to log in remotely to the server, you will need to access the underlying
Linux operating system and manually change the user's shell in /etc/passwd.

6.2.1.1. ssh clients for Windows and Macintosh systems

A number of different free software programs provide ssh clients for use in a Windows or Macintosh environment.
Severa are extensions of existing telnet programs that include ssh functionality. Two different lists of known clients
can be found online at http://www.openssh.com/windows.html [http://www.openssh.com/windows.html] and
http://www.freessh.org/.

A commercial ssh client is avalable from SSH Communications  Security at:
http://ww.ssh.com/products/ssh/download.html [http://www.ssh.com/products/ssh/download.html]. Note that the
client isfree for evaluation, academic and certain non-commercial uses.

6.2.2. Remote Access Using SSL

It is also possible to specify specific hosts or entire subnets from which to allow access. At the bottom of this Re-
mote Access screen, entries can be added to a table that lists those subnets that have been given access. The user
simply provides the network | P address and the appropriate subnet mask to grant this additional access. Note that the
new information is not saved until the user actually clicks the "Save" button.

You can now simply connect to the server manager usng a URL such  as
https: //Amww.mydomai n.xxxd/server-manager. Y ou will be prompted for the admin user name and password.

6.2.3. PPTP (Client-to-Server VPNSs)
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The Point-to-Point Tunneling Protocol (PPTP) is used to create client-to-server Virtual Private Networks (VPNs)
and was devel oped by the PPTP Forum, an industry group which included Microsoft and several other companies.

If you wish to enable VPN access, you must decide how many individual PPTP clients you will allow to connect to
your server simultaneously, and enter that number here. The simplest method is to enter the total number of remote
PPTP clients in your organization. Alternatively, if you have a slow connection to the Internet and do not want all of
those PPTP clients to connect at the same time, you can enter a lower number here. For instance, if you have five
users who from time to time use PPTP to connect remotely, entering 5 here would allow all of them to connect at
any time. Entering 2 would only allow two users to connect at any given time. If athird user tried to connect, he or
she would receive an error message and would not be able to connect until one of the other users disconnected. If, on
the other hand, you entered 0 , no PPTP connections would be allowed.

After you enter a number and press Save, the server should be ready to accept PPTP connections.

To connect using PPTP, the protocol must be installed on each remote Windows client. Typically, this is done
through the Network Control Panel (you may need to have your original Windows installation CD available). After
itisinstaled (areboot of your Windows system may be needed), you can create new connections through the Dial-
Up Networking panel by entering the external 1P address of the server you wish to connect to. Once you're finished,
you should be able to initiate a PPTP connection by double-clicking the appropriate icon in the Dial-Up Networking
window. When you then open up your Network Neighborhood window, you should see your server workgroup
listed there.

Note

Your connection to the Internet needs to be established first before you initiate the PPTP connection. This
may involve double-clicking one Dial-Up Networking icon to start your Internet connection, then double-
clicking a second icon to start the PPTP connection. To shut down, disconnect your PPTP connection firgt,
then disconnect from your | SP.

Warning

To protect your network, the 6000 MAS enforces the use of 128-bit encryption for PPTP connections,
rather than the 40-bit encryption provided in earlier versions of Microsoft's PPTP software. If you are un-
able to establish a PPTP connection to your server, you should visit http://windowsupdate.microsoft.com/
[http://windowsupdate.microsoft.com/] and download the appropriate update. The contents of the page will
appear differently depending upon the version of Windows you are using. Y ou may need to search for Vir-
tual Private Networking or a Dial Up Networking 128-hit encryption update. Y ou may need to install the
40-bit encryption update first, and then install the 128-bit encryption update. Note that with Microsoft's Ac-
tiveUpdate process, if you are not presented with the choice for this update, it is most likely already in-
stalled in your system.

6.3. Local networks

Y our 6000 MAS provides services to machines on the local network and it gives machines on that network special
privileges and access. For example, only machines connected to the local network can access the mail server on your
server to send mail. When you configured your server, you provided it with sufficient information to deduce its own
local network. Machines on the network are automatically identified by the server as being eligible for these privi-
leges and access.

If your company only has one network that is being serviced by the server, you do not need to add any information
here.

Some users may wish to extend privileges to more than one network of computers. If you would like your server to
identify one or more additional networks for those privileges, you will be asked to enter those network 1Ds and the
subnet mask for each network here.

Note that depending on the architecture of your network infrastructure, the instructions for configuring the client
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machines on that additional network may be different than the instructions outlined in the chapter in this handbook.
If you have questions regarding adding another network, you may wish to contact Mitel Networks or a Mitel Net-
works authorized reseller for technical support.

6.4. Setting the Date and Time

Accessing the Date and Time panel within the Server Manager allows you to set the system date and time either
manually or using a network time server. Pull-down menus for month and time zone ensure accurate entry. The
Server Manager will reset the time automatically during daylight savings time. There are worldwide time zones with
multiple selections for countries with multiple time zones. (including standard time zones, states/provinces and even
cities). This ensures that regional variations in time zones and daylight savings time are accurately reflected.

Date and time configuration

This is where you configure the date and time of this Mitel Netwarks SME Server. ¥ou may use an existing network time server or manually set the date
and time for your time zone.

Set Date and Time

\Warning: If you have configured a network time server below, do MOT manually set the time or date here, Doing so will break the netwark time
synchronization.

Current setting: Fri 10 May 2002 04:12:14 PM EDT

Mew month/day/fyear: lMay ;I IWD 52002
Mew hour/min/sec: l4 IWZ IM
AMPM and tirme zone: IPM;i ICanadaanstern j

Sawe DatefTime Settings I

network Time Server

The Mitel Networks SME Server can periodically synchronize the system clock to a network time protocaol (NTPY server. To enable this service, indicate so
in the checkbox and enter the hostname or IP address of the NTP server below,

Enable NTP Service [©

MNTP Server: |

Save NTP Settings |

Instead of setting the time manually, you can use a network time server. A time server is a device on the Internet that
keeps accurate time and is able to communicate the time to other computers over the Internet using the Network
Time Protocol (NTP). Many organizations around the world provide Internet time servers for free.

Warning

After you start using a network time server, you should NOT set the time or date manually. If you do so, the
network time synchronization will no longer function.

This screen in the Server Manager alows you to configure your server to connect regularly to atime server and syn-
chronize the clock on the server with the time provided by the time server. To do this, simply check the box for En-
"able NTP Service", add the domain name or IP address of the time server in the space provided and click "Save
NTP Settings'. Using atime server is optional but doing so can greatly increase the accuracy of your system.

For more information about using a network time server, visit http://www.ntp.org/. You can aso find alist of pub-
licly available time servers at http://www.eecis.udel .edu/~mills/ntp/servers.htm
[http://www.eecis.udel.edu/~mills/ntp/servers.htm]. You should always use a secondary time server (also called a
stratum 2 server) to lighten the load on the primary time servers.
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6.5. Directory

Y our 6000 MAS provides an easy mechanism for creating a company directory. Each time you create or delete an e
mail account, your directory will be automatically updated with the new information.

Change LDAP directory settings

The LDAP server provides a network-available listing of the user accounts and groups on your Mitel Metworks server, and can be accessed using an LDAP
client such as the address Book feature in Metscape Communicator. Configure your LDAP client with the local [P address of your Mitel Networks server,
nort number 389, and the server root parameter shown below.

Server root deo=tofu-dog,doc=com

You can control access to your LDAP directory: the private setting allows access only from your local network, and the public setting allows access from
anywhere on the Internet.

LDAP directory access IPri\:ate -

These fields are the LDAP defaults for your organization. Whenever you create a new user account, you will be prompted to enter all of these fields
(they can be different for each user) but the values you set here will show up as defaults. This is a convenience to make it faster to create user

accounts,

Default department E;Ies_
Default company W
Default Street address W
Default City W
Default Phone Mumber W

You can either leave existing user accounts as they are, using the above defaults only for new users, or you can apply the above defaults to all existing
users as well,

Existing users ILea\:e as they are ;i

Save

In this section of the Server Manager, you specify the default directory information for new accounts - the user's de-
partment, company, street address, city and phone number. Each time you create an e-mail account, the fields will
contain the information entered here as the default. If you wish, you can change the information for each user.

At any time in the future, you can change the default information and have the new information apply to all new
users or to all existing users as well. The field to do thisis located near the bottom of the screen. Choosing "update
with new defaults' is a convenient one-click method of revising your directory when, for example, your company
has moved to a new address.

6.6. Printers

Your 6000 MAS enables al users on your network to easily share a printer. The printer can be either locally at-
tached to a parallel or USB port on the server or a network printer. All the server needs is some basic information:
the printer name (which can be anything you want, as long as it starts with a lower-case letter and consists only of
lower-case letters and numbers, with no spaces), a brief description (for example, "the printer down the hall") and
the location of the printer - whether it's on the network or directly connected to your server through a parallel or
USB port.
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Add or remove printers

Create a new printer

Please choose a unigue name for the printer and enter a brief description. The printer name should contain only lower-case letters and numbers, and
should start with a lower-case letter, For example "hplaser”, "epsonlp”, and "canonbi" are valid choices, but "HP Laser Jet", "Canon Bubbleldet", and "HP
PetDirect Printer" are not.

Printer narme IhijS
Brief description iHP Laser.Jet§

Lacation |Netw0rk printer ... LI

If you choose "Network printer”, you will see an additional screen that will ask for the hostname or |P address and
the network printer name. Enter that information where requested. For the network printer name, you can use the de-
fault setting, r aw, unless you have some reason to do otherwise. (r awis the name used by most network printers for
their main print queues.)

Note

For maximum flexibility in making changes later, we suggest that you enter the hostname for a network
printer here and enter the 1P address of the printer through the Hostnames and addresses panel of the Server
Manager. This alows you to have one central location listing IP addresses and allowing you to make
changes. Note that many modern network printers can be configured automatically. To do so, enter their
hostname, 1P address and Ethernet address in the Hosthames and addresses panel.

Note also that the server printing system does not perform any filtering and passes the print requests directly from
the client computers to the printer in the "raw" or "pass-through" machines. For this reason, the 6000 MAS does not
have alist of "supported printers'. Most printers are supported as long as the appropriate driver isinstalled in the op-
erating system on your client computers.

However, there are some newer printers that only have a Windows driver available and rely heavily on that operat-
ing system to perform their print functions. These printers cannot be used on the server. If you are concerned about
whether your printer will work with your server, you can visit Red Hat's Hardware Compatibility List
[http://hardware.redhat.com/redhatready/html/us/stati c-hcl/intel -input-output.html] or explore the information found
at LinuxPrinting.org [http://www.linuxprinting.org/].

As afinal item, you should be aware that in order to use the printers available through your server a user must be
logged in to their client system with a user name and password that is valid on the server. For instance, if a user is
loggedinastturtl e ontheir Windows desktop and that user account does not exist on the server, the user will not
be able to print to the printers managed by the server. Either the user will have to logout and log back in as a valid
user or thet t urt | e account will need to be created on the server.

6.7. Hostnames and addresses

When you installed your 6000 MAS, you were asked to provide a name for your system. That name and severa
other "standard" names are automatically configured in your system'’s host table during the installation process. This
host table is consulted as part of the name resolution process. The "Hostnames and address" web panel allows you to
modify this table and specify different host "names' for each domain on your system, as well as to control how those
names resolve both for systems on your local network and also for systems on the larger Internet.

For instance, when someone tries to connect to "www.mycompany.xxx", they will be taken to wherever "www" has
been set to point to. As seen in the image below, this screen in the Server Manager alows you to view these default
settings, and also to modify the configuration.
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Using the Hosthames Panel with Servicel ink

Throughout the screens linked to from the Hostnames panel, you will find the text "Publish globally?' with a check-
box next to it. 6000 MAS subscribers have the option of publishing these records through the AMC. If you select
this option, the hostname and |P address information that you enter will be uploaded to the AMC and, if desired,
published through the global DNS system.

Hostnames and addresses

Click here to create a new hosthame,

Current list of hosthames for tofu-dog.com.

|[Hostname [visibility * ILucatiun |Luc:a| 1P |Global IP [Ethernet address | |

|ftp.thu—du:ug.u:Dm |Local |Se|f | | | [Modify... [Remave...
Imail.tufu—dug.cum |L0cal |Sehc | | | IModify... |[Remove...
|Dttawal.t|:|fu—d|:|g.|:om|Lcu:a| |Sehc | | | | |

Ipru:uxy.tc:fu—dog.u:cum |Lcu:a| |Se|f | | | !MDdiﬁf. i !Remcn.re...
|wpad.tofu-dog.com  ||Local |Sehc | | | |Modify. .. [Remove...
Ewww.tufu—dog.u:cum |Lcu:a| |Se|f | | | Modify... [Remaove...

Suppose, for example, your company's web site was hosted on your ISPs web servers. If you wanted
"www.mycompany.xxx" to point to your | SP's server, you would modify the entry here by clicking the "Modify..."
link next to "www". The image below shows the screen in which you would perform the task:

Hosthnames and addresses

Create/modify hosthame

The hostname must contain only letters, numbers, and hyphens, and must start with a letter or number.
Hosthame o

Diomain !tufu—du:ug.u:u:m "I
Host type ILD::aI "l

If you select "publish globally" this hostname will automatically be made awvailable throughout the Internet.

Publish globally ||

[ et

You would first change the location to "Remote" and then enter the IP address of your ISP's server in the field
marked "Global IP".
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6.7.1. Creating New Hostnames

Creating new hostnames simply involves selecting one of the links at the top of the Hostnames and addresses panel
and filling out the appropriate fields. As mentioned previously, 6000 MAS subscribers can check "Publish globally?
and the changes will be propagated to the global DNS system automatically.

Note that if the system is configured with any virtual domains, you will have the choice of the domain in which you
want to create the hostname. This allows you, for instance, to have "www.tofu-dog.com™ pointing to one IP address
and "www.mycompany.xxx" pointing to a completely separate | P address.

Note

Beyond your primary domain and any virtual domains you may have configured, 6000 MAS subscribers
also have the option of adding hostnames in the special e- sni t h. net domain.

The hostnames you can create on this panel fall into three categories:

Additional names for your server: For instance, you might want to set up "intranet.mycompany.xxx" to point to the
server. Simply enter the hostname and, if appropriate, choose the domain for the hostname.

Remote hosts: As mentioned in the example above, you might want to point a hostnhame such as "www" to a remote
system. While "www" is created by default, you can create other names such as "home", "research”, or any other ap-
propriate name. In the form, enter the hosthname, choose the domain, and enter the remote IP address.

Local hosts: This screen is abit more complicated because you have more options. At a basic level, you can create a
hostname in a domain that points to another computer on your local network. To do this, type in the hostname and
enter the IP address in the "Local IP" field. For instance, you might want "research” to point to a computer system
inside your network.

Where this gets complicated is when you want "research.mycompany.xxx" to be accessible both inside and outside
your local network. The challenge is that your local |P addresses are only accessible inside your network. For that
reason, the target computer system will need to have two network interface cards - one connected to the internal net-
work and one connected to the external network. Y ou would then enter both IP addresses in this screen in the "Local
IP' and "Global IP" fields. Note that this will only work if the server is currently covered by ServiceLink subscrip-
tion that includes DNS services as the server alone can not update public DNS information.

Note

The "Ethernet address" field when creating a hostname pointing to alocal host is only used for reserving IP
addresses through DHCP as mentioned in the next section.

6.7.2. Reserving IP Addresses Through DHCP

Another task you can perform through this panel is to reserve an IP address for a given system based on its Ethernet
address. For instance, you might have another intranet web server within your company that you want to always
have the same I P address. One method of assigning that address is to manually configure the client machine to have
a static IP address. The negative aspect of doing thisisthat if you later want to change the network settings for that
machine, you must manually go and configure that machine. An example would be if one of your DNS servers
changed its |P address. Additionally, you have to keep track somewhere of the fact that you have assigned a specific
| P address to that machine.

Rather than configuring the machine manually, you can reserve an |P address from the DHCP server for that spe-
cific machine. This has the same result as manually configuring a static |P address, but offers two benefits. First, you
have one location to keep track of al assigned static address. Second, through the DHCP server you will provide
network settings. If you wish to change those settings, the change can be simply done on your server. All DHCP
clients will then receive those updated changes when they renew their DHCP-provided addresses.

To reserve an IP address, you must first determine the Ethernet address of your client system. Windows NT/2000
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users can type the command i pconfig /all. Windows 95/98 users can run the command wi ni pcf g. Linux/
UNIX userscan typei f confi g.

Once you have determined the client's Ethernet address, click on the link to create a new hostname for alocal host.
Add the hostname of the target system, the Ethernet address along with the desired IP address into the web panel.
From this point on specified |P address will only be provided to a client system with the matching Ethernet address.

6.8. Virtual Domains

When you are supporting multiple domains on a single server, each domain being served is referred to as a virtual
domain. (The strict definition of virtual domain is when a single IP address is shared between multiple domains.)
When you cregate a virtual domain using this section of the Server Manager, your 6000 MAS will be able to receive
e-mail for that domain and will be able to host aweb site for that domain.

To create a virtual domain, fill in the domain name and a description of the site. You then tell the server where to
find the content for that domain - it can be the same as your primary web site, or you can create a new set of web
pages and store them in one of your i-bays. Clicking the arrow in the "Content" field will show you a list of your
current i-bays and allow you to make a selection. This feature allows you to host multiple web sites from a single
server.

Be aware that you can point the virtual domain to either the primary web site or to one of the i-bays. You cannot
point a virtual domain to a subdirectory that you simply create inside of the primary web site file area. Y ou need to
use an i-bay instead.

Note

When you are entering the name for the virtual domain, you should supply the fully qualified domain name.
Thisisthe full name of the domain, including any extensions such as".com", but without any prefixes such
as "www" or "ftp". For instance, you can create a virtual domain by entering "tofu-bird.com", but not by
entering "tofu-bird" or "www.tofu-bird.com".

Once you have created a virtual domain, your server will be automatically configured to answer to web requests for
www.domainname.xxx and will accept e-mail for your virtual domain aswell.

I mportant
In order for users on the Internet to successfully connect to the 6000 MAS using the virtual domain, the ap-

propriate DNS entries must point to the |P address of your server. This service is performed automatically
for 6000 MAS subscribers.

6.9. E-mail

The E-mail Retrieval panel of the Server Manager allows you to specify the protocol used to retrieve e-mail from
your ISP and configure other settings regarding the retrieval of e-mail.
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E-mail retrieval

The e-mail retrieval mode can be set to standard (for dedicated Internet connections), ETRN {recommended for dialup connections), or multi-drop (for
dialup connections if ETRM is not supported by your Internet provider).

E-mail retrieval mode IStandard 'I

Your Mitel Networks server includes a complete, full-featured e-mail server, However, if for some reason you wish to delegate e-mail processing to
another system, specify the IP address of the delegate system here. For normal operation, leave this field blank.

Delegate mail server l

For ETRM or multi-drop, specify the hostname or IP address of your secandary mail server, (If using the standard e-mail setup, this field can be left
blank.y

Secondary mail server lmail Pl S[0.000

For ETRM or multi-drop, you can control how frequently this Mitel Metwarks server contacts your secondary e-mail server to fetch e-mail. More frequent
connections mean that you receive your e-mail more quickly, but also cause Internet reguests to be sent more often, possibly increasing your phone and
Internet charges.

During office hours (8:00 AM to 6:00 PM) on weekdays Im
Cutside office hours (8:00 AM to 6:00 PM) on weekdays IW
During the weekend iFataTl-_zl
POP user account {for multi-drop) W
POP user password {for multi-drop) l—
Select sort method {for multi-drop) IW
Select sort header {for multi-drop) l—

Save I

Y our choice of e-mail retrieval mode will depend on the arrangements you made with your Internet service provider:

» If you have a dedicated connection, set E-mail retrieval mode to " Standard”.

» Ifyou arranged "ETRN" support with your ISP, choose that setting and then scroll down to the field that asks for
the IP address or hostname of your 1SP's secondary mail server. This secondary mail server will provide tempo-
rary e-mail storage when your server is not connected to the Internet.

» If you arranged "multi-drop" mail service from your 1SP, choose "multi-drop™" and then scroll down to the field
that asks for the IP address or hostname of your |SP's secondary mail server. This secondary mail server will re-
ceive al e-mail for your domain and store it in a single POP mailbox. Further down the screen, you will need to
specify the user account and password assigned by your ISP for this POP mailbox. Y our server will periodically
fetch this mail and distribute it to individual POP mailboxes on the server. (Note that due to problems receiving
mail for mailing lists, we strongly encourage people to NOT use multi-drop e-mail.)

e If you are a ServiceLink subscriber, choose "Guaranteed e-mail" in order to activate the guaranteed e-mail ser-
vices.

If you want to forward e-mail to another mail server for processing, enter the mail server IP address in the box
marked Delegate mail server. A common use for thisisif your server is receiving inbound e-mail from the Internet,
but you would like to pass that mail to a different mail server on your internal network.
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If you have a diaup connection, the server allows you to control how frequently it fetches e-mail from your |ISP.
This is particularly useful in situations where you incur phone or Internet charges each time your system contacts
your ISP. The default settings are every 15 minutes during standard office hours and every hour outside normal of-
fice hours on weekdays or on weekends. The fields allow you to customize those settings.

Finaly, if you have "multidrop" mail service you need to select the sort method used by the server to decide which
user each message should be delivered to. Your server has a default method for this (it examines various headers
such as "To" and "Resent-To") which works in most circumstances but is not suitable for certain purposes such as
mailing list messages. Some |1SPs add a header to each e-mail message which can help your server determine the
correct recipient. If your ISP does not add a header to multidrop e-mail, select the "Default” sort method and ignore
the "select sort header" field. If your ISP does add a header to multidrop e-mail, then select " Specify below" and en-
ter the header tag provided by your 1SP. Because you will experience problems with mailing-lists when using multi-
drop e-mail, we strongly recommend that you work with your ISP to have a special header added to each message.
The "Default" sort method should be only used as alast resort.

The Other E-Mail Settings panel presents you with additional options for controlling how your system handles e-
mail.

Change other e-mail settings

Administrative notices generated by the Mitel Networks server are normally e-mailed to the admin account. If you would like them to be e-mailed
elsewhere, please enter the e-mail address below. Otherwise, leave this field hlank.

Forwarding address for administrative notices I

Whenever the Mitel Networks server receives a message to an unknown user, it can be returned to the sender with an error message (recommended
practice) or sent to your system administrator {as an administrative notice),

E-mail to unknown users IReturn to sender '!

The Mitel Networks server can deliver outgoing messages directly to their destination {recommended in most cases) or can deliver them via your Internet
provider's SMTP server {recommended if you have an unreliable Internet connection or are using a residential Internet service). If using your Internet
provider's SMTP server, specify its hostname or IP address below. Otherwise leave this field blank.

Internet provider's SMTP server I

Y¥ou can control access to your POP and IMAP servers. The private setting allows access only from wour local network(s), and the public setting allows
access from anywhere on the Internet.

POP and IM&P server access IPrivate 'i

¥ou can enable or disable webmail on this system. \Webmail allows users to access their mail through a regular web browser by pointing the browser to
ottawal.tofu-dog.com/webmail, and logging in to their account.

Enable/Disable Webrnail IDlsabIed __V_i

Save I

» Forwarding address for administrative notices: The default address for administrative notices (i.e. undeliverable
mail, backup natifications and other status/error messages) is "admin”. If you'd like those messages to be sent
elsewhere, enter the address here.

Note

Be aware that al messages sent to post mast er, root or nai | er - daenon at your domain are sent to ei-
ther adni n or the address that you enter in thisfield.

e E-mail to unknown users: This field alows you to choose whether incoming messages to unknown users are
bounced back to the sender or forwarded to the system administrator. Some users prefer the latter setting because
it allows them to catch and reroute e-mail that was incorrectly addressed.
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Note

If you choose to have messages forwarded to the system administrator, they will be sent to either "admin”
or the e-mail address specified in the forwarding address field mentioned above.

* Internet provider's SMITP server: Normally the server will send outgoing messages directly to their intended des-
tination. If, however, you have an unreliable connection or are using a residential Internet service, it may be ad-
visable to route e-mail via your provider's SMTP server. In that case, you should enter the SMTP server's host-
name or | P address here.

In fact, if you have a temporary dial-up connection to the Internet, you may find that you need to use your I1SP's
mail server in order to deliver mail to some locations. As a reaction to the huge volume of unsolicited commer-
cial email ("spam™), many Internet sites are refusing direct SMTP connections from | P addresses that are known
to be temporary dial-up accounts. For this reason, you may need to use your |SP's mail server sinceit will have a
permanent connection to the Internet.

* POP and IMAP server access. The options are "Private" and "Public". The former allows access only from your
local network. The latter allows access from anywhere on the Internet. Think about this carefully. On the posi-
tive side, choosing "Public" access allows any of your users to retrieve their e-mail via POP/IMAP from any-
where on the Internet. The negative side is that when you do this, you are reducing your level of security, asyou
will now have two more services (POP and IMAP) that are listening for connections across the Internet. Both
protocols aso involve transmitting your password across the Internet in plain, unencrypted text, opening up the
possibility that someone could intercept the packets and learn your username and password. Allowing such ac-
cess can be a great convenience to your users, but if security is a concern you should consider using encrypted
webmail instead.

IMPORTANT

Even with POP and IMAP configured for public access, users outside your local network are not able to
send e-mail using your server as their SMTP host. Allowing this would open your server to abuse by spam-
mers as a mail relay. Users who are travelling should either: @) use the STMP server of their local 1SP; b)
use PPTP to connect to your internal network; or ¢) use webmail to read their mail. Webmail provides your
users with secure access to both read and send mail viathe 6000 MAS.

» Enable/Disable Webmail: With this option you can enable or disable the webmail component of the server. More
information can be found in the Webmail chapter.

6.9.1. Configuring Your E-mail Application

Each user's e-mail application requires information about that user's account, where to send outgoing e-mail and
pick up incoming e-mail. This information is usually entered in the "preferences" or "options' section. Most e-mail
applications require you to enter the following information:

User's e-mail address: The user's e-mail address is the user account as created in the Server Manager plus the
@domain name. Typically it will bein the form of username@yourdomain.xxx (e.g. afripp@tofu-dog.com).

E-mail server or outgoing e-mail SV TP server: Thisis the name of the e-mail server from the server. Normally you
should just enter mai| here. If you prefer, you should also be able to use the full domain name of
mail.yourdomain.xxx (e.g. mail.tofu-dog.com).

E-mail account name or user name: this is the name before the @ in the e-mail address. For example, the username
for "afripp@tofu-dog.com" is"afripp".

If you choose POP3 e-mail service:

Enable POP3 protocol: Typically, to enable the POP3 protocol for incoming e-mail, you click on the POP3 check-
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box or select POP3 from a pull-down menu in the section of your e-mail application dedicated to the incoming e-
mail server.

Disable IMAP protocol: To disable the IMAP protocol for outgoing mail (not al e-mail applications have IMAP
protocol) click the IMAP checkbox "off".

Delete read e-mail from server: We recommend you configure your e-mail application so e-mail that has been read
is not left on the server. To do this, click off the checkbox marked "leave mail on server” or click on the checkbox
marked "delete mail from server".

If you select IMAP e-mail:

Enable IMAP protocol: Typically, to enable the IMAP protocol for incoming e-mail (note that not al e-mail appli-
cations offer IMAP support) you click on the IMAP checkbox or select IMAP from a pull down menu in the section
of your e-mail application dedicated to the incoming e-mail server.

Disable POP3 protocol: To disable the POP3 protocol for outgoing mail, click the POP3 checkbox "off".
6.9.1.1. Configuring Outlook Express

This section provides a step-by-step overview of configuring the Outlook Express e-mail client to access the 6000
MAS e-mail server. Steps for Outlook, or aternative e-mail clients, will be similar.

When the e-mail client is opened for the first time, the following screen is displayed. Enter the full name of the user
and click "Next".

Internet Connection Wizard

Your Name

The next screen is where the user's e-mail address is entered. E-mail addresses are in the same format as the user's
logon ID. The system al so supports aiases of the form "firstname.lasthame” and "firstname _lastname".

Enter the e-mail address (checking the domain name spelling) of the user and click "Next". You will see the screen
below:
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| Internet Connection Wizard

Internet E-mail Address

In the next screen, select "IMAP" as the server type, and enter "mail" asthe server name in both fields. Click "Next".
Y ou will see the screen below:

In the next screen, enter the password (the same as the network password) and go to the final screen. Click "Finish".
The program will ask if you want to synchronize folders. Click "Yes", and then "OK" to exit.

6.9.1.2. Configuring Netscape

The images below show you the sequence in Netscape. First you choose Preferences from the Edit menu and click
on Mail Servers, as shown in the following image:
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mail (default)

Mail Servers

If you have not configured a mail server yet, you will need to press the Add... button and enter information about
your server. Otherwise, you will select the default mail server listed and click on the Edit... button. This will bring
up a screen where you enter the user name and choose whether you are using IMAP or POP3:

Netscape should now be ready to send and receive e-mail.

6.10. Backup or Restore

Y ou can easily back up the contents of your 6000 MAS using one of two methods - to your local desktop or to atape
drive. Both are controlled through the web panel shown below.

47



6.10.1.

6.10.2.

Chapter 6. Server Administration

Backup or restore server data

The Mitel Metworks SME Server provides two ways to back up and restore your server: using your local desktop or a tape drive.

The first method creates a copy of your server configuration and user data files, and downloads it to yvour local desktop wia yvour
web browser. Currently your configuration and data files total approximately 356kb. The backup file will be somewhat less than
this, depending on how compressible the data are. The "verify desktop backup file" option can be used to check the integrity of a
desktop backup file.

The tape backup method uses a software package called flaxbackup to back up your entire hard disk to tape every night. This
requires a supported tape drive and a tape that is not write-protected. The backup is performed automatically at the selected time
every night {with a reminder automatically e-mailed to the administrator during the day). Currently your hard disk contains 489Mb
of data.

Baoth restore methods allow wou to restore your configuration and user data files. Ideally, the restore should be performed on a
freshly installed Mitel Networks SME Server.

Backup configuration and status

Tape backups are disabled

Select an action: lElackuptD desktop j

Ferform |

Y ou have four actions you can perform, each of which is described in the following sections.

Backup To Desktop

The first type of backup alows you to save a snapshot of your server configuration onto your desktop computer.
Thiswill save all user accounts, user directories, i-bay contents and web content, as well as the configuration param-
eters entered using the server console and the Server Manager. The web panel shows you the size of the backup file
so that you can verify whether sufficient space exists on your desktop machine.

When you choose Backup to desktop, a browser window will appear that will allow you to name the file and select
the location on your desktop where the file will be saved.

Warning

The Backup to Disk process saves all of your datato asingle, large compressed file and is therefore limited
by the maximum file size of the client operating system. For example, if you are backing up datato a Win-
dows client that uses the FAT file system (the default for many versions of Windows), you are limited to a
maximum file size of 2 GB. Other file systems may have alarger limit. If the Backup to Disk process cre-
ates a compressed file larger than this limit, it will not be able to be properly restored. Use the Verify Desk-
top Backup File option in the action drop-down list to ensure the backup was successful.

Restore From Desktop

If you ever need to restore the original configuration and filesto your server, simply select Restore from desktop and
a browser window will prompt you to select the backup file from your desktop. Restoration of the information is au-
tomatic.

Warning

Ideally you should use Restore from desktop on a freshly installed server. Therefore, if you are planning to
do arestore, you should first re-install the 6000 MAS software and then perform the "Restore from desktop
command.

6.10.3. Verify Desktop Backup File
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This option alows you to verify that the backup to disk was completed successfully. From the drop-down list under
Backup Configuration and Status, select "Verify desktop backup file".

6.10.4. Configure Tape Backup

6.10.5.

The second type of backup involves configuring your system to perform a daily full system backup to a tape drive
using a software package called flexbackup. If you wish to activate this option, check the box next to Enable Tape
Backup and then specify the time at which you wish the backup to occur and the time at which reminder notices
should be sent.

Enable/Disable Nightly Tape Backup

Select whether you wish to enable nightly backups. Then indicate the desired times for the backup and the load tape reminder,

The tape backup requires a suppoarted tape drive. & warning message will be sent to the administrator at the designated reminder
time if the tape drive is empty.

Enable tape backup ™

Tape backup time of day (hour/min) IE IDD AMPM: |AM Yl
Load tape reminder time of day (hour/min) |2 IDD AP IPM 'l

Update Configuration |

Be aware that you must use a supported tape drive and that a tape must be inserted in the drive for the backup to
work.

Note

Reminder e-mail messages for tape backups are automatically sent to the e-mail address that is configured
to receive administrative notices. This is normally the user admin, but you can change this by going to the
Other e-mail settings screen in the Server Manager.

Restore From Tape

If you are performing regular backups, you can also restore user data and configuration settings by using the Restore
From Tape option. After you press the Perform button, the system will read the files from tape and overwrite any
currently existing files. You must reboot your system after the restore for the changes to take effect. Note that in or-
der to restore data from tape, you must have first checked off Enable Tape Backup and scheduled nightly backups. I
you have not done this, you will not be able to restore from tape using the Server Manager.

Warning

Note that this restore procedure only restores user data and configuration information. It does not restore
system files. If you experienced a serious system crash, you should first re-install the 6000 MAS software
and then perform arestore from tape.

6.11. Reinstallation Disk

Using this section of the Server Manager, you can create a reinstallation diskette which will aid in the recovery pro-
cess if you encounter a system failure and are required to reinstall the software. The reinstallation diskette will
record system and network configuration data for your current system so that you will not need to re-enter that infor-
mation when you reinstall.

Warning
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Each time you alter your system configuration, you MUST make a new reinstallation disk (or overwrite
your old one). Otherwise, your existing reinstallation disk will not contain your updated configuration data
- which means that after reinstalling the software, you will not automatically see your most recent data.

Note

Be aware that when you are performing this task, the diskette must be in the server diskette drive, NOT the
diskette drive of your local desktop computer.

Note that this reinstallation disk serves a different purpose than the "emergency boot disk" you created as part of the
original software installation process. The emergency boot disk allows you to boot your server if you are unable to
boot from the hard disk for some reason. For instance, this could occur due to a hardware error or through a mis-
configuration of the LILO boot loader during an advanced customization procedure. The emergency boot diskette
does not change your software or make any other adjustments to your system.

The reinstallation disk, on the other hand, will boot your system directly into the software installation process and
will completely reinstall the 6000 MAS software. It will, however, save you the steps of entering al the network
configuration data and allow you to simply move through the configuration screens using the "Keep" option.

6.12. Reboot or Shutdown

If you need to shut down or reboot your server, using this screen will ensure that the shutdown sequence occurs
gracefully, preserving al configuration and information on your server. Thereis asimilar function in the server con-
sole aswell. Note that this screen initiates the shutdown or reboot immediately after you click the "Perform™ button.

6.13. Additional Server Administration

Accessing administrative areas of your server via Windows file sharing: To access administrative areas of your
server using Windows file sharing, you must be logged into your network as "admin" with the server system pass-
word. This applies particularly to the Primary share (where the main web site is stored) and any i-bays that are
writable only by the user admin.
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7.1. What Order to do Things

For efficiency, we recommend you configure your desktop computers in the following order:
Sep 1: First, configure one of your desktop computers to work with TCP/IP (using the information in this chapter).

Sep 2: With TCP/IP up and running on one of your computers, you can now access the Server Manager over the
web and create your employees user accounts. The chapters On-going Administration Using the Server Manager
and Server Administration explain this process.

Sep 3: Once e-mail accounts are created, you can ensure that al the computers on your network are configured for
TCP/IP, email, web browsing and LDAP (using the information in this chapter).

This chapter helps you configure software and hardware supplied by other companies and for that reason is not as
specific as the rest of this handbook. Given the wide range of computers, operating systems and software applica
tions, we cannot accurately explain the process of configuring each of them. If your computers and applications
came with manuals, they might be useful supplements to this chapter. Technical problems encountered in network-
ing your desktop computers and applications are best resolved with the vendors who support them for you.

I mportant

This chapter demonstrates only one of the many possible ways to configure your client computers and is
provided here as an example. You should consult with your authorized reseller to determine the most ap-
propriate ways to configure your client computers.

7.2. Configuring Your Desktop Operating System

The dialog box where you configure your desktop differs from operating system to operating system and version to
version. As an example, in Microsoft Windows 95 or 98, client configuration occurs in the "Properties’ dialog box
associated with the TCP/IP protocol for your ethernet adapter. To get there, go to the "Control Panel” and select
"Network". If a TCP/IP protocol is not yet associated with your ethernet adapter, you may need to add one before
you can configure its properties with the following information.

Item Description What to enter
enable TCP/IP protocol
All your computers must communicate on In Windows you add a TCP/IP protocol. In
the network using the TCP/IP protocaol. Apple, open TCP/IP Control Panel.
disable non-TCP/IP pro- Unless an application relies on anon- TCP/ Turn "off" other networking protocols (e.g.
tocols IP protocol, disable all other protocols. NetBeui, etc.)
enable DHCP service See section below In Windows, enable "Obtain an IP address
service automatically". In Apple, select
"DHCP server".

Note

We strongly recommend that you configure all clients machines using DHCP rather than manually using
static IP addresses. Should you ever need to change network settings or troubleshoot your network later,
you will find it much easier to work in an environment where addresses are automatically assigned.
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On aWindows 95/98 system, the window will ook like the image below:

TCP/IP Properties EHE3

Bindings |  Advanced | Me®iDs |
DM5 Conhiguration ] Gateway I WINS Corfiguration P Address

&n IP address can be automatically assigned to this computer.
If your network. does naot automatically assign IP addresses, ask
wour network, administrator for an address, and then type it in
the space below.

& {Obtain an |P address automaticaliy

1" Specify an [P address:

P &ddiess | |

=

Subret [ ask: | . . I |

Ok Cancel

7.2.1. Automatic DHCP Service

Your server provides a DHCP server that assigns each of the computers on your network an IP address, subnet
mask, gateway |P address and DNS IP address(es). For a more detailed explanation of DHCP, consult the Config-
"uring Y our DHCP Server" section.

Note

In rare cases, you may want to use a static | P address for a particular client machine. The typical approach
is to manually enter this IP address into the network properties of the specific machine. The negative side
of this approach is that you cannot easily change or alter network settings without having to go in and mod-
ify the information on the client machine. However, it is possible to provide this static |P address directly
through DHCP rather than manually configuring the client computer. To do so, you will first need to deter-
mine the Ethernet address of the client computer (usually through the network properties). Next you will go
to the Hostnames and addresses web panel of the Server Manager and enter the information there.

Only One DHCP Server

It is imperative that no other DHCP server is on your network. If aformer DHCP server configured your computers,
you should remove that DHCP server from your network. Leave DHCP enabled, and reboot each computer. New 1P
addresses, netmasks, gateway |P addresses and DNS addresses will be assigned automatically by the DHCP server
on the 6000 MAS.
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7.2.2. Manual Entry For Computers Not Using DHCP Service

As noted above, we strongly recommend that you perform all your client configuration using DHCP. It is even pos-
sible to assign a static | P address through the Hostnames and addresses web panel of the Server Manager that will be
distributed through your DHCP server.

However, if your computers do not support DHCP, you must manually enter the following information into your

TCP/IP properties:

ltem
IP address

subnet mask (or netmask)

gateway | P address

main name servers

IP addresses of your do- Manually enter thisinformation. Normally you would just add the IP address

Description What to enter

Manually enter this information (see para- You must assign a different, unique IP ad-

graph below). dress to computers not accepting DHCP
(see note below).

Manually enter this number. The default subnet mask (or netmask) is
"255.255.255.0".

Enter the |P address for the server or, in the If you are running in server and gateway

case of server-only mode, enter the IP ad- mode, your server is your local network's

dress for your network's gateway (e.g. the gateway. Enter its IP address here: the de-

firewall or network router). fault is"192.168.1.1". If you are running in
server-only mode, enter the IP address for
the device interfacing with your external
network.

for your server - the default used in the
server consoleis"192.168.1.1". If you have
a firewall other than your server that re-
stricts internal queries to Internet DNS
servers, you may need to enter additional
DNS servers here.

It is critical that every computer on your network has a unique 1P address and that you don't assign two computers
the same address. In enabling DHCP service in the server console, you designated a range of 1P addresses for DHCP
assignment. You also allocated a block of IP addresses for manual assignment. If you accepted the defaults pre-
configured into the server console, |P addresses 192.168.1.2 through 192.168.1.64 will have been set aside for man-
ual entry. To avoid duplication, use only those IP addresses when manually assigning |P addresses to your comput-

ers.
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TCP/IP Properties HE3

Bindings |  Advanced |  Me®iDs |
DMS Configuration ] Gateway I WINS Configuration  IP Address

An P address can be automatically assigned to this computer.
It yaur network does nat automatically assign IP addresses, ask
wour network. administrator bor an addiess, and then bype it in
the space below.

" Obtain an IP address automatically

—% Specify an P address:

IPAddiess: 1192168, 1 . 2 |

Subnet Mask: 255 .255.255. 0] |

ok Cancel

After configuring the TCP/IP parameters, you may need to reboot your desktop computer to implement the configu-
ration changes. (For example, most Windows systems need to be rebooted after the TCP/IP configuration has been
changed.) Once the settings take effect, your computer will be connected to the server and to the Internet.

7.2.3. MS Windows Workgroup Configuration

If you are using a Microsoft operating system, you must ensure that your workgroup is the same as the workgroup
name of your server. (The default workgroup name is your domain name. In a subsequent chapter, we'll explain how
this can be changed using the web-based Server Manager.) If you are using the default name, go to the Control
Panel, select "Network" and then select "Identification”. In the field for "Workgroup", type your domain name.

7.3. IMAP versus POP3 e-mail

There are two common standards for e-mail management, IMAP and POP3.

POP3 is the earlier protocol. POP3 was designed to permit on-demand retrieval to a single client machine. E-mail is
stored on the mail server until you retrieve it, at which time it is transferred over the network to your desktop ma
chine and stored in your e-mail box there.

Benefits of POP3 Drawbacks of POP3
Even when you are not connected to your network, you POP3 was not originaly intended to support users ac-
have access to the e-mail stored on your desktop. cessing and managing their e-mail from remote systems.

Because your e-mail is stored on your desktop, setting up
remote access of your e-mail when you are at a different
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Benefits of POP3 Drawbacks of POP3
computer can be complex.

IMAP e-mail, in contrast, is designed to permit interactive access to multiple mailboxes from multiple client ma-
chines. Y ou manage your e-mail on the mail server over the network. Y ou read your e-mail over the network from
your desktop, but the e-mail is not stored on your desktop machine - rather, it is permanently stored and managed on
the server.

Benefitsof IMAP Drawbacks of IMAP

You can access all of your new and stored e-mail from If you are not connected to a network, new and stored e-
any machine connected to a network. mail messages are not available to you.

Because al employee e-mail is stored on the server,
backup of e-mail is easily accomplished.

7.4. Configuring Your E-mail Application

Each user's e-mail application requires information about that user's account, where to send outgoing e-mail and
pick up incoming e-mail. This information is usually entered in the "preferences’ or "options' section. Most e-mail
applications require you to enter the following information:

User's e-mail address. The user's e-mail address is the user account as created in the Server Manager plus the
@domain name. Typically it will bein the form of username@yourdomain.xxx.

E-mail server or outgoing e-mail SVMITP server: Thisis the name of the e-mail server from the server. Normally you
should just enter mai| here. If you prefer, you should also be able to use the full domain name of
mail.your domain.xxx.

E-mail account name or user name: thisis the name before the @ in the e-mail address. For example, the username
for "afripp@tofu-dog.com” is"afripp”.

If you choose POP3 e-mail service:

Enable POP3 protocol: Typically, to enable the POP3 protocol for incoming e-mail, you click on the POP3 check-
box or select POP3 from a pull-down menu in the section of your e-mail application dedicated to the incoming e-
mail server.

Disable IMAP protocol: To disable the IMAP protocol for outgoing mail (not al e-mail applications have IMAP
protocol) click the IMAP checkbox "off".

Delete read e-mail from server: We recommend you configure your e-mail application so e-mail that has been read
is not left on the server. To do this, click off the checkbox marked "leave mail on server” or click on the checkbox
marked "delete mail from server".

If you select IMAP e-mail:

Enable IMAP protocol: Typicaly, to enable the IMAP protocol for incoming e-mail (note that not al e-mail appli-
cations offer IMAP support) you click on the IMAP checkbox or select IMAP from a pull down menu in the section
of your e-mail application dedicated to the incoming e-mail server.

Disable POP3 protocol: To disable the POP3 protocol for outgoing mail, click the POP3 checkbox "off".

7.4.1. Configuring Outlook Express
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This section provides a step-by-step overview of configuring the Outlook Express e-mail client to access the 6000
MAS e-mail server. Steps for Outlook, or aternative e-mail clients, will be similar.

When the e-mail client is opened for the first time, the following screen is displayed. Enter the full name of the user
and click "Next".

Your Name

The next screen is where the user's e-mail address is entered. E-mail addresses are in the same format as the user's
logon ID. The system al so supports aiases of the form "firstname.lastname” and "firstname_lastname".

Enter the e-mail address (checking the domain name spelling) of the user and click "Next". You will see the screen
below:

e
Internet Connection Wizard

Internet E-mail Address

In the next screen, select "IMAP" as the server type, and enter "mail" as the server name in both fields. Click "Next".
Y ou will see the screen below:
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In the next screen, enter the password (the same as the network password) and go to the final screen. Click "Finish".

The program will ask if you want to synchronize folders. Click "Yes', and then "OK" to exit.

7.4.2. Configuring Netscape

The images below show you the sequence in Netscape. First you choose Preferences from the Edit menu and click
on Mail Servers, as shown in the following image:

mail (default)

‘home/e-smith/files/usersifirodinsmail’ Choose,

If you have not configured a mail server yet, you will need to press the Add... button and enter information about
your server. Otherwise, you will select the default mail server listed and click on the Edit... button. This will bring
up a screen where you enter the user name and choose whether you are using IMAP or POP3:
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GeneraI]IM.ﬂ‘-.F"l P.duann:ed]
Server Mame: s"
Server Type: IMar |
ser Mame: ;El_ffrug
7 Remember pagsword.
7 Check for mail every 5 ] minutes,

I automatically download any new messages.

(], | Cancell

Netscape should now be ready to send and receive e-mail.

7.5. Configuring Your Web Browser

Most browsers are configured using a dialog box called "preferences’, "network preferences’ or "options'. Some
browsers need to be configured to access the Internet either directly or via a proxy server. When required, most
desktop applications, your web browser included, should be configured as though they were directly accessing the
Internet. Although the server uses a security feature known as | P masquerading, thereby creating an indirect connec-
tion to the Internet, this is a transparent operation to most of your desktop applications. Hence, you should ensure
that the "Direct connection to the Internet” check box is clicked "on" in your web browser.

Your 6000 MAS includes a proxy server that caches all web pages that your users request. As a result, users may
perceive that network performance is much faster when browsing the web. You do not need to do anything to con-
figure your client web browsers to use the caching proxy server. It is automatically enabled and is transparent to
your Users.

7.6. Choosing Your Web Browser Language

The Server Manager has built-in support for any language that uses the Roman alphabet and reads left to right. Cur-
rently, however, the user interfaces are available only in English and Canadian French. Contact your authorized re-
seller for more information regarding other trangations.

Y our browser language setting will determine which language the Server Manager will display. For example, if the
browser language is set to "en" or "en_US", the Server Manager panels will be displayed in English. If the browser
language is set to "fr-ca’, the Server Manager panels will be displayed in Canadian French. Choosing any other lan-
guage for which the trand ations have not been installed will result in defaulting to English ("en").

Example: How to configure your Netscape browser to display the Server Manager in French.

1. Open your browser. Click "Edit/Preferences/Navigator/L anguages”.

2. Choose "Add" to add a new language.
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3. Select "French/Canada[fr-ca]" and then click "OK".
4. To make French the first choice language, select it and then use "Move Up" until it is at the top of the choices.

5. Connect to https://www.yourdomain.xxx/server-manager and it should now display in Canadian French.

Note

You must choose "French/Canada [fr-ca]". Choosing "French [fr]" will till result in the pages being dis-
played in US English.

Note
It is possible to install in Canadian French and have the console displayed in French, but have two opera-
tors displaying web pagesin their chosen languages - English and Canadian French.

Example: How to configure your Internet Explorer browser to display the Server Manager in French.

1. Open your browser. Click "Tools/Internet Options'. Choose the "General" tab, and click "Languages'.

2. Choose "Add" to add a new language.

3. Sdect "French/Canada[fr-ca]" and then click "OK".

4. To make French the first choice language, select it and then use "Move Up" until it is at the top of the choices.

5. Connect to https://www.yourdomain.xxx/server-manager and it should now display in Canadian French.

Note

You must choose "French/Canada [fr-ca]". Choosing "French [fr]" will still result in the pages being dis-
played in US English.

Note

It is possible to install in Canadian French and have the console displayed in French, but have two opera
tors displaying web pages in their chosen languages - English and Canadian French.

7.7. Configuring Your Company Directory

Your 6000 MAS will automatically create a company directory and update it as you maintain your e-mail accounts.
The Directory chapter explains how to configure this service. Any client program that uses LDAP (Lightweight Di-
rectory Access Protocol), such as the address book in Outlook or Netscape Communicator, will be able to access the

directory.

When configuring the company directory you will need to enter the following information:

» Enter the name you wish to give your company directory - any name will do.
* TheLDAP server isthe name of your 6000 MAS web server, in the form www.yourdomain.xxx.

» The Server Root information can be found on the "Directory” screen in your Server Manager (more information
on this is available in the Directory chapter). The usual form, assuming your domain is yourdomain.xxx, is
dc=yourdomain,dc=xxx. (No spaces should be entered between the "dc=" statements.)
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¢ The Port Number is always 389.

7.7.1. Configuring Outlook Express

On the Outlook menu, select "Tools" and then "Accounts'. Select "Add", then "Directory Service...". The following
screen appears:

e
Internet Connection Wizard

Internet Directory Server Name

Check E-mail Addresses

Select "Yes', then "Next", and then "Finish". After closing this screen, the following screen appears:
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I
Internet Accounts

directorny service Local frea Mebwark,
% InfoSpace Busine... directony service: Local Area Network
% InfoSpace Intem... director_l,l' zervice Local Area MWebwork
% SwitchB oard directary service: Lacal Area Mebwork
!%VeriSign Internet .. directory zervice: Local Area Network
%Who‘#here Irite directon service Lacal Area Metwark

- directony service Any Available

%Yahoo! People 5. directany service Local Area Wetwark,

E-zmith Directory Properties

In the General tab, type your desired directory name in the first field, then select the "Advanced" tab. You will see
the screen below:
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i £ E-smith Directory Properties

EZ

foo 4

dc=tofu-dog,do-com J

In the "Search base" field, enter the domain name, broken down per the tofu-dog.com example:
dc=tofu.dog,dc=com.

7.7.2. Configuring Netscape

With Netscape, in the "Communicator" menu, select "Address Book". Then, in the "File" menu, select "New Direc-
tory". You will see adiaog box similar to the one shown below:
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Name]

Description: | catering Dept Directory

LDAP Server: | www.e-smith tofu-dog.com

Server Root | dc=tofudog, dc=com

Port Number: 389

Maximum Number of Hits: | 1100

-1 Secure
I Login with hame and password

LA - :-= farky 38 DR A i
A Lang Paaninng

oK | Cancell

Once the address book has been created, Netscape can display a list of al e-mail accounts if you type an asterisk
into the search field and press "Enter”.

Click "OK" to commit the changes. The LDAP configuration is now complete.

7.8. Workgroup

If you are using a computer on alocal network and you wish to access the server via Windows file sharing, it isim-
portant that you are logged onto the same workgroup as your 6000 MAS. This screen allows you to enter the name
of the Windows workgroup the server should appear in. If you wish you can change the workgroup name to corre-
spond with an existing workgroup. Macintosh users need only enter a Server Name or accept the defaults.

The Server Name is the name by which the server will be known on the Windows clients, and should be left at its
default unless there are very good reasons to change it. In order that you may later connect multiple locations using
IPSEC VPNs, we suggest that you ensure a different name is used for each server.
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Change workgroup settings

Enter the name of the Windows workgroup that this Mitel Networks server should appear in.

Windows workgroup !mite\-netwurka
Enter the name that this Mitel Networks server should use for Windows and Macintosh file sharing.
Server Narme Iottawa]

Should this Mitel Networks server act as the workgroup and domain controller on your Windows network? You should leave this set to the default, or no if
another server is already performing this role on your network,

wWaorkgroup and Domain Controller IYes 'l

Should this Mitel Networks server support roaming profiles? You should leave this set to the default of no unless you have experience administering
server-hased Windows roaming profiles and know that this feature is reguired.

Roaming profiles Mo =

Save I

7.8.1. 6000 MAS as Domain Controller

On the same pand shown in the preceding section, you can specify whether the server should be the domain master
for your Windows workgroup. Most sites should choose "Yes' unless you are adding a server to an existing network
which already has a domain master.

Note

Once you join the domain, you do not need to create local accounts on each NT/2K/etc. box. When you
first log in after joining the domain you will need to manually select the Domain of the 6000 MAS rather
than the default (which is to log in locally on the NT machine). You can also join when you install the
client's system.

If you do configure your system to be the domain master, a special Windows share called NETLOGON is created with
a DOS batch file called net | ogon. bat . This batch file is executed by Windows clients that have been configured
to "Logon to domain". The netlogon.bat file we provide by default does very little, but advanced users can, if they
wish, modify this script to set environment variables for their clients or provide automatic drive mappings.

Asthe NETLOGON share is only writable by the "admin" user, you modify the netlogon.bat script by logging on to
a Windows system as "admin", connecting to the share and then modifying the script using a Windows text editor.

Be aware that the NETLOGON share will not be visible in Network Neighborhood or other similar tools. As the
"admin" user, you will need to connect to the share or map adrive to it, by using the specific path:

\'\ ser ver nane\ NETLOGON\

The sample file contains a few examples of setting the system time for each machine and also for mapping a com-
mon drive for al Windows client.

The sections below define the steps that must be executed on various Windows versions to join domains.

7.8.1.1. Windows 9x

To join a Windows 9x machine to the domain, follow these steps:

1. Navigate to the Network section of the Control Panel (Start->Settings->Control Panel->Network).
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2. Select the Configuration tab.
3. Highlight "Client for Microsoft Networks", and then click "Properties’.
4. Check "Log onto Windows NT Domain", and enter the domain namein the text field.

5. Click dl the"OK" buttons and reboot.

7.8.1.2. Windows NT 4

To join aWindows NT 4 machine to the domain, follow these steps:

1. Navigateto the Network section of the Control Panel (Start->Settings->Control Panel->Network).
2. Select the Identification tab.

3. Click "Change" and then enter the computer name and the domain name. Click "Create a Computer Account in
this Domain", enter "admin" as the user name and then enter its password.

4. Click "OK".

5. After ashort pause (0-10 seconds), you should be greeted by a "Welcome to DOMAIN" message and asked to
reboot.

6. Loginonadomain account.

7.8.1.3. Windows 2000
Tojoin a Windows 2000 machine to the domain, follow these steps:
1. Navigate to the Network section of the Control Panel (Start->Settings->Control Panel->Network and Dial-up
Connections).
2. Click "Network Identification™.
3. Click "Properties’, enter your computer name and domain name, and then click "OK".

4. You will be prompted for a user account with rights to join a machine to the domain. Use "admin" as the user
name, and enter the password.

5. After ashort pause (10-30 seconds), you should be greeted by a"Welcome to DOMAIN" message and asked to
reboot.

6. Loginonadomain account.

7.8.1.4. Windows XP Professional Edition

To join a Windows X P machine to the domain, follow these steps:

1. Navigate to the Network section of the Control Panel (Start->Settings->Control Panel).

2. Click "Network and Internet Connections".
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a > »

Click "Network Connections".

Select "Advanced" -> "Network Identification".
On the Computer Name tab, click "Change".

Select "Domain" and then enter your domain name.

Enter "admin" and the password.
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8.1. User Administration

With the AMC, each authorized reseller is assigned one master user account which allows access to the AMC. How-
ever, once logged in as that account, you can create additional user accounts for other people within your company.
For instance, you could give each support technician at your company his or her own user name and password. In
this way, should one of those technicians ever leave the company, you will not need to change the master password.

All user accounts associated with your server see all the servers your company has registered, so all technicians
would be able to access the records of any server.

When you click on the "User Administration” link in the AMC, you will first see two menu choices:

Partner administration menu for Jones, inc.

O Change user passward far jonesinc
O Show user listing

These choices are only visible when you are logged in with the master account. The "Change user password..."

choice will change the password for your master account. The " Show user listing" choice will give you a screen sim-
ilar to the following:

Usar administration

User listing

Folleay this link to add a new User.

Disabled user accounts appear in red.

| User name|  User type| Action|
lidoe user \edit user change password  enable
|amlith Lser edit user change password disable

I [ y
mycaompany| partner-admin |edit user change password

The account of user type partner-admin is your master account. The other users have been added. Y ou can edit in-
formation about the user or disable the account. Y ou can also change user passwords.

If you want to add a new user, you would click the appropriate link and then fill out the screen shown below.
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User administration

Create a new user account

ltems marked with >> are mandatory.

s=Llser name

==>Lagin

==E-mall

==Passward

+=Canfirm password

User must change password 2
at next login

Account status & £qghied
" Disabled
et '“j

Note that by default new users will have to change their password at the first login (unless you clear the checkbox
while creating the user account).

At this time, user accounts cannot be deleted but may be disabled by clicking "disable”" next to the username in the
user list.

8.2. Activating Additional ServiceLink Services

During the initial registration of a server, you enabled services on that server through the registration process (see
Registering a Server). However, at some future point you may wish to enable additional services for this server. Al-
ternatively, you may have a server where the services have expired and the customer now wishes to re-subscribe. In
either case you will follow the procedure outlined below.

To enable network services, follow these steps:

1. Usethe"Order products’ function to order whichever additional products you want.
2. Click on"Servers' inthe AMC.

3. Inthe Services column, click on the link for the server you want to modify. (It will show not enabled if there
are no services, or will indicate how many services are available.)

4. Inthe details screen, follow the link to add new services. You will see a screen where you can allocate keys to
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that server.

5. Choose a key by clicking "Select" beside the option. If you choose, you may manually enter your product li-
cense key in the available field and then click "Next".

6. A confirmation screen appears listing the products you selected. If you want, enter information into the Partner
Referencefield (i.e. a PO number). Click "Next".

7. Following your confirmation, you will then be presented with the list of services that were enabled and the ex-
piration dates for those services.

8. If you return to the Servers screen, you will now see that the services column has been updated to reflect the
number of services each server has enabled.

Services will not actually be available on the server until the next synchronization. This should happen within the
hour, or you can perform amanual sync by clicking on "Status" in the Server Manager, then clicking the "Sync" but-
ton. After synchronizing, the status panel will show the subscribed services.

8.3. Monitoring Server Status

The "Servers' screen indicates the status of each server by the icon in the left-hand column. The image below shows
three possihilities.

Server management

Server filters !AII Companies ll |£—‘nl| Datesj Filter “‘-I

Status | Service A7 Company/ 'V | Description’ ¥ Services
account id

ﬂ 1082385 Ottawa Ottawa Office enabled (11}

: Computes, Inc. sErvices

()| 1086032 Ottawa Montreal Office | egnabled (113
— Computes, Inc. SErVICES

™ 1087151 Ottawa klazabazua enabled {117
[] :

m— Computes; Inc. Office SENVICES

Table 8.1. Statuscolors

Grey Unknown (Typically a server that has not yet synced
j with the AMC)

Green Synchronization OK

Yellow Missed one synchronization
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-
Red Missed more than one synchronization

X

If a server's status indicates that it has not recently completed a sync, it may mean that the server has lost network
connectivity.

If you have alerts switched on for this server, the designated recipient will receive a notification by e-mail if the
server misses two or more scheduled synchronizations.

8.3.1. Performing a Manual Synchronization

There are two main reasons to perform a manual sync. The first is to check that connectivity between the server and
the AMC has been restored after a network problem, and the second is to immediately send updated information be-
tween the server and the AMC without waiting for the usual hourly synchronization.

The procedure for performing a manual sync is asfollows:

1. Loginto the Server Manager on the server.
Click "Status' under "ServiceLink" in the navigation menu.

Click "Sync".

A WD

After aperiod of time, it should report "The sync completed successfully".

8.3.2. Changing the Sync Frequency

By default, each server will sync with the AMC every hour, at arandom minute in the hour. To change the sync fre-
guency to a different number of hours, issue the following two commands from the Linux root prompt on the

serverz:

/sbin/e-smth/db configuration setprop sync SyncFreq hourly_val ue
/ sbin/e-smith/ expand-tenplate /etc/cron.d/ sync

where hour | y_val ue isawhole number between 1 and 24. For example, a value of 3 will make the sync occur ev-
ery three hours. Note that in almost all cases the frequency should be left in the default setting.

8.4. Virus Protection

8.4.1. E-mail Virus Detection

When avirusis detected by the server in an e-mail message (body or attachment), several things will happen:

e Theinfected e-mail is"quarantined" in a special mail folder for the server administrator to examine or destroy

2When viewing the server console on the actual server machine, press Al t +F2 to switch to alogin prompt where you login as r 00t with the
system password. Type eXi t to logout when you are finished. To access the command prompt remotely, refer to the chapter on Remote Access

in this handbook.
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» Notification is sent about the virus. For an inbound message, the recipient at the site, the original sender, and the
server administrator are notified. For an outbound message, only the sender and the server administrator are noti-
fied

e Thevirusisreported inthe AMC

» If you have virus alerts switched on for this server, the designated recipient will also receive a notification by e-
mail

The administrator of the server can review all quarantined e-mail by choosing the "Virus Protection” menu item un-
der "ServiceLink" and clicking the link to manage quarantined email. This will display a list of all virus-laden e-
mail, sorted by date. The administrator can choose to view individual e-mails, delete an e-mail, or delete them all. If
the administrator chooses view, the e-mail and attachment will be displayed as text and the administrator will then
have the option to delete, or to forward the e-mail to the administrator. If forwarded the e-mail subject line will be
prefixed with "VIRUS QUARANTINED EMAIL".

In almost all cases, the appropriate response will be to delete the virus-ridden e-mail. In the event that the e-mail car-
ries an important message, the text should be copied (using cut-and-paste from webmail or simply retyped) and a
clean copy sent to the intended recipient.

8.4.2. File Virus Protection

In addition to scanning e-mail, you can enable the nightly scanning of all files in your user home directories and in-
formation bays. This scanning is disabled by default. To enable the scanning of files, go to the Virus Protection
panel in the Server Manager and check the box next to the areas that you want scanned.

Each night the system will scan the designated areas. If infected files are found, an e-mail message will be generated
to the administrator e-mail address. The files are not automatically disinfected or moved. Rather the administrator is
notified and can decide on the appropriate action.

8.5. Guaranteed E-mail Delivery

If guaranteed e-mail is turned on for a server, any e-mail which cannot be delivered directly to the server will be
stored at the AMC.

Reports of e-mail stored at the AMC are available on the AMC by clicking "Guaranteed mail" in the menu. A list of
servers that have guaranteed e-mail is shown, and clicking on "Details" will bring up the Guaranteed Mail Report for
that server.

Guaranteed mail report

Details for server 54321

ESewer 54321, Industrial Widgets, Inc, - Primary e—mail server

ga'aidgzis.e- smith.net - 2 Messages

Date /T Toi © From /. © iSize/ U
Thu Apr 19 03:55:30 2001 éidoe_AT_widgets e-smith.net Eroot_AT_miIIor.ca 5363
EThu Apr 19 03:55:30 2001 Eiohn.doe_AT_widgets & =smith et Eroot_AT_miIIor.ca 53?1

This report shows summary information about the e-mail stored at the AMC, including date, sender, recipient and
size. If email isbeing stored at the AMC it indicates that there is a problem with the network connection or the mail
server running on the customer's server, which you should probably investigate.
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If you have guaranteed e-mail alerts switched on for this server, the designated recipient will receive a notification
by e-mail if the AMC starts receiving e-mail instead of the server itself.

Note

If Mitel Networks is not the authority for your domain, the AMC cannot accept mail for that domain or
control DNS publication for that domain. To use the Guaranteed E-mail service the domain must be 're-
delegated’ to Mitel Networks.

To request that Mitel Networks be the authority for a domain, change the DNS configuration in the AMC
from "not requested"” to "requested-partner". See DNS Services for a more complete description.

8.6. Configuring Alerts

Alerts allow you to receive automatic notifications by e-mail when problems are detected with a server's network
Services.

1. Click on"24x7 Alerts" inthe AMC menu. Y ou will see asummary of registered servers.

24x7 Alerts

Server filters !AII Campanies ;I |AII Datesj Filter “-I

Service AN Company/ 7 |Description’ ¥ Alerts Action

account ID

1082385 Ottawa Ottawa Office enabled {2 Details ™ I
Computes, Inc. services)

1086032 Ottawa Montreal Office |disabled Details I
Computes, Inc.

1087151 Oftawa kKazabazua disabled Details I
Computes, Inc. Office

The Alerts column shows how many different types of alerts are enabled. The Action column allows you to re-
view delivered aerts.

2. Click "Enabled" or "Disabled" to go to a screen where you can select (or review) which alerts you wish to en-
ablefor agiven server. Y ou can choose to be aerted for:
 failed synchronizations
e viruses detected
e email non-delivery
Y ou must specify an e-mail address to which aerts should be sent. Y ou can specify different e-mail addresses
for each dert.

3. If youclick "Details’, you can then generate areport of alerts that have been delivered for this server, by select-
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ing the appropriate filtersin the "View alert information" fields.
View alert information

Select type of data I Detail 'l

Select an alert type |AII alerttypes Ll
Select alert status IAII vI
Select a date range

start date 12002 2] - [Septermber 7] - [22 5]

End date IYearLl - IMDnth j - lDayj

Subrmit ™ i

Y ou will see a screen like the one below:
24x7 Alerts

Alﬁrt activity detail

| Entry date | Alert
|Septemher 23, 2002, 7:01 pm |Seruer synchronization

Message: MITEL NETWORKS SERVICE NOTIFICATION Server 1082385 - "Ottawa Office” from company "Ottawa Computes, Inc.”
Az of September 23 2002 at 19:01:02, server 1082385 (Ottawa Office) has missed its regularly scheduled synchronization. This
server is scheduled to perform its SYMC operation once every 1 hour(s), but has not done so since September 21 2002 at
18:08:32. If vou have received this alert and do not know why, please contact Mitel Networks support staff at
smesupport@mitel.com,

8.7. DNS Services

During the Servicelink subscription process, your server will be enabled to publish DNS records through the AMC.
As shown below, this panel in the Server Manager reports which domains you are publishing under the header "DNS
Services'.

Note

The AMC can publish domains in the top-level domains of . com . or g and . net . Other top-level domains
may be possible for an additional charge. Note that DNS services are included in most 6000 MAS subscrip-
tion packages. The service includes the publication of two domains. Additional domains can be published
for an extra charge.
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ServicelLink DNS services

DNS services configuration

Y¥ou can change your service domain at any time. The change will be reflected following the next synchronization
with the Metwark Operations Center, Mote that this operation will completely remowve your previous service
domain, including any hosts that you hawve already configured,

|tc:fu-dog .e-smith.net
Update I
DNS hosting

The following is a list of domains on your system and those which are being published as part of your DNS
subscription to Mitel Netwarks SME Server with Servicelink:

|
|Dumain |Status | Comments

|t0fu-d0g.cum ‘Dumain has not been requested for publishing. ‘

|tofu-dog.e-smith.net ‘Domain has been accepted for publishing. ‘

With ServicelLink, changes you make in the Hostnames and addresses panel of the Server Manager will automati-
cally be published to the global Internet. A checkbox is available for each hostname that asks " Publish globally?".
If you check that box, the record will be transferred to the AMC and from there published out to the larger Internet.

If, as shown in the screen above, there are domains that indicate they are not currently being published, you can use
the AMC to configure those domains to start publishing the information. Be aware that it may require several busi-
ness days for some domains to be registered and published.

The top part of the panel allows you to configure a service domain that is available to you after ServicelLink activa
tion. This domain takes the form of yourdomain . e- sni t h. net and alows you to immediately start receiving e
mail and connecting to your server using that domain.

If you wish to change the service domain name, you can do so by entering your new name and clicking "Update”. If

the domain you want is not available, you will be notified and can choose another name. Service domain changes
take effect immediately after the next synchronization with the AMC.

Warning
The change of service domain takes place upon the next synchronization of your server with the AMC and
your previous service domain will be completely removed. This includes entries for any hosts that you may
have been publishing for the previous service domain.
Mitel Networks does not guarantee the availability of a domain name and reserves the right to refuse to register any
domain name. All ServicelLink users publishing DNS domains must adhere to regulations and rules provided by
ICANN and our registrar.

Refer to the chapter on Domain Name Services for more information on configuring DNS services.

8.8. IPSEC VPNs

IPSEC VPNs can be created between any two or more 6000 MAS servers. The only limit is that each 6000 MAS can
only be amember of one VPN at any given time.
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Warning
Be aware that it is possible to create a VPN between two servers from different companies, inadvertently

exposing internal information from one company to another. Be careful to check which servers you are se-
lecting when establishing the VPN.

8.8.1. Creating an IPSEC VPN

To set up a VPN between subscribed servers, follow these steps:

1. GototheAMC.

2. Click on"IPSEC VPN Service".

3. Click "create" to create anew VPN.

4. You will be shown alist of servers which have VPN services enabled. If you have no servers in this list, you

will need to enable the service as described earlier in this document. Choose a primary server for the VPN from
the drop-down list.

IPSEC VPN Service

Choose a primany server, J45659 - Ottanea Office 1 | Lpdate ™ i

o

An D number is generated for this virtual private network.
6. Add adescription of the network (e.g., "Sales offices") by filling in the field below the ID number.

7. Check the box next to each server you wish to participate in the network.
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IPSEC VPN service

Create VPN
ltems marked with == are mandatory.
VPN ID 2hHEET1 S
==Deseriptlon I
VENType | standard =
Servlce account ID Company | Description Status
r 5133429 Jones Metworks | ibrmenhanced [E‘
r E5E8d199 Jones Metworks | ibrmatandard E
PO =l Ny L-OMpany i [
754144 MWy Compan Main serer u
r BY295EE Jones Metworks | sashimi E
r 5EeE837 Jones Metworks | vpnaeners !E‘
Create “‘|

8. Click "Update".

9.  Your VPN has now been created. The next time they sync with the AMC, the designated servers will establish
the appropriate links.

After all servers have synchronized with the AMC and the VPN has been established, you should be able to access
services on remote servers as though you were on their local networks. For instance, you should be abletologin to
the Server Manager on a remote server. Windows users who open up Network Neighborhood (or "My Network
Places") will see the other servers and will be able to access files on those servers.

8.8.2. IPSEC VPN Status

When you click on "IPSEC VPN service" in the AMC navigation menu, you will see alist of al of the VPNs you
have created. An example with only 1 VPN is shown below:
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IPSEC VPN service

You have set up 1 VPN(s)

VPN ID A

Description’ Vv | Action

593569634

Meoketworks Internal YWPMH

Edit

‘“j Delete

|

Create ‘“|

When you click on the VPN ID, you will see alist of all of the serversthat are part of that VPN and their current sta-
tus, as seen in the image below:

IPSEC VPN service
View details for NeoNetworks Internal VPN

¥PMN ID | Description VPN Server information
Type Service ¢ ¥V |Company ¢ vV |Description ¢/ VU |Status
account
I
E93569534 |MeoMetwaorks | Standard | 1280320 RBebecca's Febecca testl -
Internal YFH secondary Company L
1565002 Febecca's Mew server o
primary Company []

8.8.3. Editing an IPSEC VPN

If you want to add or remove any 6000 MAS servers from a VPN, click the "Edit" button next to the VPN in the sta-
tuslist. You will see a screen similar to the one below that will list all serversin your VPN and also all other servers
you have registered that are not part of some other VPN. To remove a server from the VPN, uncheck its box. To add
aserver, check the box next to it.
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IPSEC VPN service

Edit VPN

ltems marked with = are mandatory.

YPNID 923234904

>=Deserlption Testing VPN - BMs <>

VENType | Standard =
Servles account 1D Campany| Descriptlon | Status
F £5133428 Jones Metweorks | ibmenhanced [Z[
BEEI199 Jones Metworks | ibrmatandard
0 v
r Foad 144 My Company | Main server D
r BY20565 Jones Metworks | sashimi @
F 5853947 Jones Metworks | vpnservers @“

Lndate “‘l

As each server syncs with the AMC (either automatically or as a result of a manual sync), it will be added or re-
moved from the VPN. Note that the "primary" server associated with the VPN cannot be removed. To remove the
primary server, you will need to delete the VPN and then re-create it with anew server asthe primary server.

8.8.4. Deleting an IPSEC VPN

To delete an IPSEC VPN, click on the "Delete" button, as shown in the image below:

IPSEC VPN service

You have set up 1 VPN(s)

VPN ID S Y

Description’ Vv

Action

593569634

Meoketworks Internal YWPM

Edit

“I Delete

|

Create “‘|

8.9. Maintaining Server Information

When you log into the AMC, the first thing you see will be the Servers screen. You can return to this page at any
time by clicking "Servers' in the navigation menu.
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Server management

'Serverfilters Al Companies = allmonths = | Submit > ¢

Status ServeriD 4 U Company /% Description / © Services
L] 2M077 HeoMetworks Hong Kong Office etiabled (5 services
£ 345659 NeoMetworks Ottawa Office enabled (S services
@ 354817 NeoMetworks San Francizco Office enabled (5% services

From this screen, you can view and update information about registered servers and the clients they belong to. This
screen shows only the servers that your company has registered.

8.9.1. Server Information

To view server details, click the server'sID. To change any of these details, click the link next to the information.
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Server information

Details for server 5893937 - vpnserverb

Serviee account ID 5293937

Company Jones Networks Update  * |

Server description IupnseruerE Update ™= '

Server type MNon-specific hardware running Mitel SIME Server scftware
Server rale Fartner internal infrastructure serer
Software verslan -5
Damaln name vpnserverStest. e-smith.com
External IP 10.35.94. 10

Server status !zi Server Status - O

Last server sync June 12 2002 %54 am
Servicellnk servlces enabled (11) sernvices
Server lag (no entries)
HNatlficatlan disabled
Alerts Delivered alerts O
Virtual private netwarks secondary server in Testing VPN - IEMS <-= |[EMe

If you reinstall or mowve your server onto new hardware, you will need to clear the server signature

currently on file at our Applications Management Center (AMC).

Tode so, Use the 'Heset signature’ button below,

Reset Signature |

Notice that along the top of the details page there is a row of buttons labelled "Server Info", "Services', etc. (shown
below). These alow you to switch quickly between details screens for a given server, without having to go back to

the "Servers' page.

H H u ID: test-mitel ID: 451211
@BmiTeEL Application Management Center serii festmice] var
Order |Server|nf0 Services Blades YPMInfo Anti-Virus E-Mail Alers DMS Reports Server Log
management -
Server #1082385 for Ottawas Computes, Inc, (Ottawa Office)

Order products
A Server information
management

Register a sever  Details for server 1082385 - Ottawa Office

Servers

Companies Service account ID 1032325
Serdicelink Company Ottawa Computes, Inc, Update '*]

8.9.2. Server Log
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In the server details, you will notice alink for a"Server Log". Thisis a section of the AMC that allows you to write
notes that are associated with a specific server. For instance, you might want to note when you performed service on
the server, or what you did to resolve an outage. Server log entries are only visible to you and other user accounts

associated with your company.
8.9.3. Company Details

To view company details for your client, click on the company name on the screen that appears. To change any of
these details, click the "Edit" button which appears below the company details.

Company information

Company” * |Address’ © Phane’ * # Servers| Server Descriptlon
NeoNetwarks | 123 Main Street | 613-555-5555 |3 537043 | Ottawa Office

I7E2185 | Hong Kong Office

2802251 | San Francisco Cffice

8.9.4. Services

To view the status of network services on a server, click "enabled” or "not enabled" in the Services column on the
Servers screen. A subscribed server will show information similar to that in the image below. You can add addi-
tional services by clicking the link and purchasing products.
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Servicelink

Subscribed services for server 1082385 (Ottawa Office)

Follow this link to purchase additional products,

Service description Expiry date Status
DMS services (Expires 2003-09-19 20:23:33) IZ
Guaranteed e-mail {(Expires 2003-09-19 20:23:33) E
Yirus protection (Expires 2003-09-19 20:23:33) Ef
IPSEC ¥PMN service (Expires 2003-09-19 20:23:33) E{
Server support (Expires 2003-09-19 20:23:33) E
Software updates (Expires 2003-09-19 20:23:33) E
24 » 7 Alerts and notification |{Expires 2003-09-19 20:23:33) Ef
Custom reporting (Expires 2003-09-19 20:23:33) E{
Server reqgistration/activation |(Expires 2003-09-19 20:23:33) IE’
Server synchronization (Expires 2003-09-19 20:23:33) E
Web access control service (Expires 2003-09-19 20:23:33) Ef

8.10. Using the Reporting Forms
8.10.1. One-Click Reports

1

Access the one-click report feature by clicking the "Reports* link in the navigation menu.
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One-Click reporting

To use COne-Click reports, simply follow these steps:

Select the report you would like to wiew

Choose che or More Companies

Select an cutput format

Optionally, select which month you would like to see

Foo LMD~

Items marked with == are mandatory.

==Chaase a report

ServiceLink Activity &
Conflguratlon Snapshot &
==2elect one or mare companles | A|| companies |
MeoMetwarks '

Febecca's Test Company

Select an output format | himl »|

Startdate |Year ~| _[Month | .|Day ~|
End date |‘ear x| .|Month =l .|Day ~|

Submit ™ i

If you prefer, you can customize your report. Simply click on the button below,

Create a custom report. . ‘~_i

Select which report you would like to view. Y ou can choose from any one of the following:

e Monthly Partner Report

This consists of summary configuration information about each of a company's servers, as well as informa-

tion concerning Servicelink-related activitiesin the defined time period.

e ServicelLink Activity Report

This report provides summary server configuration data, and a comprehensive listing of all ServiceLink-re-

lated activity for the defined time period.
e Configuration Snapshot
This report provides detailed configuration information for a company's servers.

e Any saved custom reports are accessible in this list as well.
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3.
4.
5.

Select one or more companies to report on.
Select an output format. Y ou can choose between HTML, formatted text and Excel-compatible CSV formats.

Optionally, select which month's data you would like to see.

8.10.2. Custom Report Wizard

© N o U

From the one-click report page, click "Create a custom report".

Select which report category you would like to use. Y our options are:

» Configuration Snapshot
e ServicelLink Activity

e Company Accounts and Billing

Select an output format. Y ou can choose between HTML, formatted text and Excel-compatible CSV formats.
Optionally, select which month's data you would like to see.

(Note that the month selected will not be saved with the report, should you choose to saveit. Nor will the report
format.)

Click "Next".

Select which component(s) you would like to view, then click "Next".

Select one or more companies, then click "Next".

Select one or more servers belonging to the selected company or companies, then click "Next".

Your report is generated and displayed. Three links appear at the top of the page, leading to an area which al-
lows you to save or e-mail the report, or to view it in amore printer-friendly layout.

8.10.3. E-mailing a Report

1
2.

Generate areport, either by using the one-click page or the custom reporting wizard.

Enter the recipient's e-mail addressin the "Enter e-mail address’ field at the bottom of the report, and then click
"E-mail”. (Clicking the "E-mail" link at the top of the page will take you directly to the bottom of the report.)

8.10.4. Saving a Report

Generate a report, either by using the one-click page or the custom reporting wizard.

In the "Enter report name" field at the bottom of the report, type the name of the report you would like to save.
Each saved report must have a unique name. (Clicking the "Save" link at the top of the page will take you di-
rectly to the bottom of the report.)
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In the future, you can now access your saved reports directly viathe one-click page.

8.10.5. Deleting a Report

To delete a saved report, click the "Delete” link beside the name of the saved report you want to delete.
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9.1. The Role of the AMC in Providing Domain Name Services

Most businesses using the 6000 MAS will want to register a domain name reflecting their business, and will need a
DNS host to make this domain name accessible to the world.

The 6000 MAS DNS Service alows you to publish domain name records for your customers viathe AMC.

Note

The Security Plus and E-mail Plus packages include support for two such public domains, one set as the
primary domain and another as a virtual domain. These domains must be in . com . or g and . net . Other
top-level domains and support for more than two domains are possible for an additional charge.

To view DNS information for all your registered servers, click "DNS Services' in the AMC. You will see a sum-
mary of al of your servers, domains, and the state of those domains, including whether they are being published by
the AMC.

DNS configuration and hosting report

Search fn_radamalnl .e-smith.net Search “‘|
Service | Campany | Descriptlan Damaln State Actlon
account

1D
58093937 | Jones vpnservers | vpnserverS stagingnoct . e-smith. net rz’publishing Details ~=|
Metworks :
vpnservers test e-smith. com |j net
requested
133429 | Jones ibrmenhanced | ibmenhanced. stagingnoc . e-smith. net [?i( publishing | petails -~|
Metworks —
ibtnenhanced. test. e-smith.com |j Nt
requested
E553199 | Jones ibmstandard | ibmstandard. stagingnoc!. e-smith.net | (o7 | publishing |~ petails ~|
Metworks :
ibrmstandard.test. e-smith.com |—| net
= | requested
E929568 | Jones sashimi sashimi.test. e-smith.com D neit Details ~~|
Metworks requested

To view DNS information for a specific server, follow these steps:

1. Inthe Serverspanel, click the server number of the server you want to administer.

2. Click "DNS" in the button bar at the top of the panel.

The domain name list is determined by the domains on your server that are configured through your console, as well
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as the Virtual Domains panel of your Server Manager. Each synchronization event updates the domain name list on
the AMC

Domain names may be requested and published viathe AMC.

To request a public domain (primary or virtual) to be published, follow these steps:

1. Inthe DNS pand, click "Details" beside the domain you want to request for publishing.
2. Click "Change".
3. Thestatuswill change to Requested - partner.

Mitel Networks staff will attempt to register the domain on your behalf as part of the DNS service, subject to the fol-
lowing:

» Mitel Networks does not guarantee the availability of a domain name and reserves the right to refuse to register
any domain name.

* All users publishing DNS domains must adhere to regulations and rules provided by ICANN and our registrar.

» Domains deemed inappropriate will not be published.

* The number of domains which may be registered as part of the subscription package is limited to two domains
per server. Additional domains can be registered but at an additional charge.

» Domains outside .com, .org and .net may be available but may incur additional charges.

» Domain requests will take one to two business days to be processed under normal circumstances.

* Any previously registered domain will need to be redelegated to the AMC.

Switching from the AMC to your local 6000 MAS, the Server Manager shows information about the DNS domains
for which your server has been configured:

If, as shown in the screen above, there are domains that indicate they are not currently being published, you can use
the AMC to configure those domains to start publishing your information. Be aware that it may require severa busi-
ness days for some domains to be registered and published.

Once the AMC has begun publishing your domain(s), changes you make in the "Hostnames and addresses" panel of
the Server Manager will automatically be published to the global Internet. A checkbox is available for each host-
name that asks" Publish globally?". If you check that box, the record will be transferred to the AMC and from there
published out to the larger Internet. For example, to publish the host "www.tofu-dog.com" you must check the Pub-
"lish Globally" box next to that hostname and resynchronize the server with the AMC.

9.2. Service Domains

The top part of the Server Manager DNS Services panel allows you to configure a service domain that is available to
you after ServiceLink activation. This domain takes the form of yourdomain. e- sni t h. net and allows you to im-
mediately start receiving e-mail and connecting to your server using that domain.

Warning

The service domains (e.g., yourdomain.e-smith.net) should never be specified as the primary domain or as
avirtual domain.
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If you wish to change the service domain name, you can do so using this panel by entering your new name and
clicking "Update". If the domain you want is not available, you will be notified and will be able to choose another
name.

Tip

Another way to find out if anameis available withine- smi t h. net isto use the DNS services panel inside
of the AMC. The top section of that panel includes a search box which will query the DNS servers for the
domain. After you have determined a name is available, you can then enter it into the Server Manager on
your client's 6000 MAS.

Service domain changes take effect immediately after the next synchronization with the AMC.

Warning

The change of service domain takes place upon the next synchronization of your server with the AMC and
your previous service domain will be completely removed. This includes entries for any hosts that you may
have been publishing for the previous service domain.

9.3. Publishing Domain Names

In addition to the Service Domain, the ServiceLink DNS service alows the AMC to aso publish other domain
names on your behalf as configured from the server.

Mitel Networks staff will take all requests to publish domain names through the AMC interface, subject to the terms
outlined in The Role of the AMC in Providing Domain Name Services. You can request publication of domain
names that you aready own and are publishing through a different registrar, or you can request that Mitel Networks
register a new, unallocated domain name on your behalf. The first case would result in Domain Name Redel egation
(see section Redelegating Domain Names to the AMC for details), while the latter, called Domain Registration,
would be handled automatically by Mitel Networks (see Registering New Domains for details).

To request a public domain for publishing, follow these steps:

1. Ensure that the domain has been added to your server, either through the console (for your primary domain) or
through the Virtual Domains panel of your Server Manager (for additional domains). If the domain you wish to
have published on the AMC is already configured and synchronized with the AMC, you can skip to Step 3.

2. Re-synchronize your server with the AMC, either by waiting for the automatic hourly update or by clicking the
"Sync" button on the Status panel of your Server Manager.

3. Inthe DNSservices panel at the AMC, click "Details" beside the domain that you want to request for publish-
ing.

4. Click "Change".

5. Thestatuswill change to "Requested-partner”.

Note
Y ou can unrequest this domain by re-clicking "Change".
Tip

Y ou should also ensure that any hosts you want publishing for this domain have their "Publish Globally?"
box checked aswell in order to save a step later.
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9.4. Redelegating Domain Names to the AMC

After you have selected your domain hame for publishing, Mitel Networks will determine whether the requested do-
main requires redelegation or registration. If you already own the domain and are publishing from a different regis-
trar, you will receive further instructions from Mitel Networks outlining your required involvement in the Redelega
tion process.

After completing the tasks outlined in the redel egation instructions, the AMC will immediately start publishing your
domain, including any hosts that were selected to "Publish Globaly". The domain state will remain as pending-

"redelegation” in the DNS Services panel until redelegation is complete. The AMC will continue to publish any do-
mainsin this state.

9.5. Registering New Domains

To request adomain for registration by Mitel Networks on your behalf, follow these steps:

Click the "Change" button in the DNS Services panel of the AMC next to the domain that you wish to have regis-
tered on your behalf.

Note

If the desired domain is not in your listing then you will need to add it in the 6000 MAS through the Virtual
Domains panel.

The Mitel Networks staff will then register the domain on your behalf with our registrar, provided that al other
terms and conditions have been met regarding the Servicelink DNS agreement.

Note

When the domain is registered on your behalf Mitel Networks will be the contact for hilling, technical, and
administrative notices related to your domain.

If the domain is not available or cannot be registered (i.e., it is already taken by someone else, or isnot in one of the

.com.organd. net TLDs), the state for the domain will be updated on both the Server Manager and AMC panels
indicating the nature of the problem.

9.6. Unpublishing Domain Names

If you no longer want your domain name to be published by the AMC follow one of these procedures:

1. Contact your Mitel Networks support staff to report that you want to stop using the ServiceLink DNS service
for your domain. Mitel Networks will then change the state to "Not requested” and the AMC will immediately
stop publishing for that domain.

2. You can aso perform some steps to disable the publishing of the domain by yourself:

e Remove the domain from your 6000 MAS (by deleting it from the Virtual Domains panel or by changing
your primary domain).

* Resynchronize the server to the AMC. This updates the list of domains on the AMC, thereby removing it
from your list and subsequently stopping its publishing by the AMC.

Note
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In addition to stopping the AMC from publishing your domain, you will need to redelegate the domain
back to the registrar of your choice by changing the name server records that publish your domain.

Warning

If you want to stop publishing adomain that Mitel Networks has registered on your behalf, you will need to
contact Mitel Networks support and could be liable to pay an additional charge in order to complete the re-
delegation.
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If you wish, you can configure your 6000 MAS so that users can access their e-mail via a web interface. Once web-
mail is enabled, users will be able to access their e-mail from the local network or anywhere in the world viathe In-
ternet using any standard web browser (provided it supports Javascript and tables, which almost all browsers do).

For added security, the server supports the use of Secure Socket Layer (SSL) connections. When your users connect
using SSL, all communication between their browser and your web server is securely encrypted to prevent eaves-
dropping.

If you intend to enable webmail, you should consider whether your users will use webmail exclusively or will use
webmail part of the time (for example, when traveling) and a different e-mail client the rest of the time. If they plan
to use webmail as well as another client, they should make sure that the other client uses the IMAP protocol. If they
use POP3, their e-mail messages will be pulled down from the server into their local e-mail client and will therefore
not be visible when the user logs into webmail. If IMAP is enabled on the local client, the messages will remain on
the server and will be visible both from the local client and viawebmail. (For more information on IMAP and POP3,
read IMAP and POP3.)

10.1. Enabling Webmail On Your System

To enable the use of webmail, perform the following steps:

1. Connect to the Server Manager and login as the admin user.

2. Click on Other e-mail settings and scroll down to the section where you have the option to Enable/Disable
Webmail. Y ou how have two options:

e Enabled (secure HTTPS access only) - Allows users to connect only through a secure SSL connection. This is
strongly recommended because a regular HTTP connection transmits your mail account password across the net-
work (or Internet) in plain, unencrypted text.

» Enabled (HTTP or HTTPS) - Allows your users to connect through a secure or an insecure web connection.

After you perform these steps, your users should be able to connect and use webmail.

10.2. Starting Webmail

To use webmail, a user first needs a valid user account and password on the server. Next, the user opens up a web
browser and pointsit to your server using an address resembling the following URL:
https://ww.tof u- dog. coml webnai | /

The httpsin the URL indicates this connection uses SSL encryption and provides a secure communication session.

Note that if your server is behind another firewall, that firewall will need to allow traffic through on TCP port 443
for SSL connections.
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11.1. Mail Log File Analysis

If you are using your 6000 MAS to send and receive e-mail, reports are available to help analyze your system'’s per-
formance. The default setting provides basic statistics; a menu provides other options. If you suspect that there is a
problem with the delivery of your e-mail, you can use these reports to see how your system is operating. The infor-
mation can also help you decide how best to optimize your system.

11.2. View Log Files

This panel alows you to view system log files. As shown in the image below, you select the log file that you want to
view and press the "View Log File" button. Without any filter options, you will see the entire log file.

View log files

This panel allows you to view the log files generated by the services running on your Mitel Metwarks server.

Choose a log file to view messages _'_i

¥ou may optionally specify a filter pattern to display only the lines from the log file which match this pattern. If you leave this field blank, all available
lines of the log file will be displayed.

Filter Pattern {optional) I

You may also optionally specify a highlight pattern to mark in bold any lines from the log file which match the highlight pattern. The highlight pattern is
applied to any lines which have already matched the filter pattern.

Highlight Pattern {optional} I
Please note that it may take quite some time to generate these reports,
Wiew log file

The log file that is generally of most interest is nessages, as this is where most of the system services write log
messages. If you enter any text in the "Filter Pattern” box, only lines of the log file containing that text will be dis-
played. If you enter any text in the "Highlight Pattern" box, that text will be shown in bold. Both options can be
used together. Be aware that the filter is case-sensitive.

As an example, if you were interested in messages relating to DHCP, you could examine the log file nessages with
a filter pattern of DHCP. This will show you all DHCP-related messages. If you further add a highlight pattern of
DHCPACK, the messages relating to DHCP acknowledgements will appear in bold.

11.3. Review Configuration

This section of the Server Manager summarizes how your server is configured. Thisis the data that you entered dur-
ing the installation process and possibly changed later through the server console or the Server Manager. As you can
see from the screen below, thisis essentially a report that you can print out for your records. You do not have the
ability to make changes from this screen.
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Review configuration

This report summarizes the networking, server, and domain parameters on this Mitel Networks
server relevant to configuring the client computers on your network, You may wish to print this

page and use it as a reference,

Networking parameters

Seruer WMode

{seruergateway

Local IP address /A subnet mask

192168.202,1/255,265.255.0

External IP address / subnet mask

192168,16.222/255.255,255.0

Catelyay

£ 192,168,161

Additional local networks

Mo additional local networks defined

DHCF server

 disabled

SErver names

D5 serUer

F192.188.202.1

Web server

Wi tafu-dag.cam

Fromy seryver

prawytofu-dag.comiz1ze

FTP seruer

: ftprofu-dog.com

SMTF, POF, and IMAF mail servers

mailtofu-dog.com

Domain information

Primary domain

tafu-dag.cam

Virtual domains

Mo wirtual domains defined

Primary web site

http AW tofu—dog.coms

Mitel Metwaorks SME Seruver manager

| httpydottawat/server -manager/

Mitel Metworks SME Server user password panel

| hitpydottawaluser—password/

E-rnail addresses

usergecountatofu-dog.com
| firstnamedestiameatofu-dog.com
| firstname_fastrameatofu-dog.com

11.4. Technical Support

If you are a Mitel Networks authorized reseller and require support. please call +1-613-271-7614 (in the United
States and Canada, call 1-866-472-9999) and ask for technical support or e-mail us at smesupport@mitel.com. You
can aso visit our web site http://www.mitel.com/. Please have your server registration number ready when you con-
tact support.

If you are having difficulty configuring another vendor's hardware or software, we recommend you refer to the man-
ual or contact the vendor for that product.
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Appendix A. Integrating the 6000 MAS with
the Mitel Networks 3100 ICP

The 6000 MAS can be combined with the Mitel Networks 3100 Integrated Communications Platform (ICP) to pro-
vide small offices with a complete, converged voice and data communications solution.

This appendix describes two possible configurations:

1. Integration of 3100 ICP and 6000 MAS using the DHCP server on the 6000 MAS.
2. Integration of 3100 ICP and 6000 MAS using the DHCP server on the 3100 ICP.

A.l. Integration of 3100 ICP and 6000 MAS using the DHCP server
on the 6000 MAS

The 6000 MAS can connect to the 3100 via the LAN ethernet switch, or via the WAN ethernet port.In either case,
the 6000 MAS will provide Internet access, including an integrated firewall.

A.1.1. Connecting the 6000 MAS to the 3100 ICP LAN ethernet switch

Thisis the recommended setup for all networks running a 6000 MAS and a 3100 ICP.

INTERMET

300 ICP

BOOD
SME SERVER \3«

6 15 LAN PORT
162_168.0.251 192.168.1.2

IPO3ET

Configuring the 3100 ICP

1.  Setthe"Default Gateway" to 192.168.001.251 from the following menu:
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[IP Networking]->[ Router]->[Destinations]->[WAN Ethernet]
In the following menu:

[IP Networking]->[ DHCP]->[DHCP Server]

make the following change:

Change "DHCP Server" to "disabled"

Configuring the 6000 MAS

Connect the 6000 MAS to the 3100 ICP as shown in the diagram above.

During installation of the 6000 MAS, the console settings should be set as follows (in order):

e Primary domain nhame: [choose a domain]

e System name: [choose a system name]

* Loca network ethernet adapter: [choose a device]
e Loca IPaddress: 192.168.1.251

* Local subnet mask: 255.255.255.0

e Operation mode: server and gateway

« External access mode: [choose an access mode]

« External network ethernet adapter: [choose the other device]
« External interface configuration: [obtain from ISP]
e DHCP server configuration: ON

* Master DNS server: [leave blank]

e Proxy server: No

After installation, login to the server-manager with your browser as follows:

e http://192.168.1.251/server-manager
e user: admin

e password: [as set during installation]

and make the following changes:

e Inthe"Workgroup" panel, set "Workgroup and Domain Controller" to "yes".

e From the "ServiceLink->Status" panel, enter the Service Account ID and click "Register”.
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e From the "Administration->Blades" pandl, install the "1P-Phone-Support" blade.

« Reload the browser window to see the [Administration]->[IP phone support] panel, and then go into that
panel and set "I P phone support for 3100" to "enabled" and click "Save".

Note

This configuration uses a port on the 3100 ICP that might otherwise have been used for an extra |P phone.

All 6000 MAS services are supported.

To administer the 3100 ICP remotely when it is behind the 6000, simply enable PPTP on the 6000 and then
connect from a remote system to the 6000 using PPTP. Once connected, you will be able to access the 3100

ICP viaaweb browser.

A.1.2. Connecting the 6000 MAS to the 3100 ICP WAN ethernet port

Thisis an aternate configuration for networks running both a 6000 MAS and a 3100 ICP, but we recommend using
the configuration above instead if possible. As noted below, this configuration frees up an additional 1P phone port,
but prevents some of the 6000 MAS services from functioning correctly. It may also significantly impact the net-
work throughput since the 3100 ICP will be performing NAT on all outbound traffic.

INTERNET

3100 ICP
G000
SME SERVER : i
mE: N == :l-l--.lq.l.l-
162.165.0.2 WanN LAk PORT
142.168.0.1 f9z.168.1.2

IPD3EE

Configuring the 3100 ICP

1. Setthe"Default Gateway" to 192.168.000.002 from the following menu:

[IP Networking]->[ Router]->[ Destinations]->[WAN Ethernet]
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2. Inthefollowing menu:
[IP Networking]->[ DHCP]->[ DHCP Server]->[DHCP Options]

make the following changes:

e Changethe IP Addressfor "DNS Server" to 192.168.000.002
e Add anew option (ID=44 from the drop-down list):

Netbios Name Server

Format=IP Address

Value=192.168.000.002

Scope=Global
e Add anew option (ID=46 from the drop-down list):

Netbios Node Type

Format=Numeric

Value=8

Scope=Global

Configuring the 6000 MAS
1. Connect the 6000 MAS to the 3100 ICP WAN port as shown in the diagram above. If you aren't using a hub or
switch, use a cross-over ethernet cable.

2. During installation of the 6000 MAS, the console settings should be set as follows (in order):

e Primary domain nhame: [choose a domain]

e System name: [choose a system name]

* Loca network ethernet adapter: [choose a device]

* Local IPaddress: 192.168.0.2

* Loca subnet mask: 255.255.255.0

e Operation mode: server and gateway

« External access mode: [choose an access mode]

« External network ethernet adapter: [choose the other device]
« External interface configuration: [obtain from ISP]

e DHCP server configuration: Off
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* Master DNS server: [leave blank]

e Proxy server: No

After installation, log in to the server manager with your browser, as follows:;
http://192.168.0.2/server-manager

user: admin

password: [as set during installation]

and make the following changes:

* Inthe"Workgroup" panel, set "Workgroup and Domain Controller” to "yes".
e Inthe"Local Networks' panel, add the following new local network:
Network Address = 192.168.1.0
Subnet Mask = 255.255.255.0

Router = 192.168.0.1

Note
Appletalk filesharing will not work between the 6000 MAS and computers connected to the 3100 ICP.

The ServiceLink IPSEC VPN service for server-to-server connections will not work in this configuration.
Client-to-server VPN connections using PPTP will operate normally.

A.2. Integration of 3100 ICP and 6000 MAS using the DHCP server
on the 3100 ICP

The 6000 MAS can also be configured to let the 3100 ICP provide DHCP services for the network. This configura-
tion is less easily maintained as it requires keeping settings on the 3100 ICP in sync with those on the 6000 MAS
Server.
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Configuring the 3100 ICP

1. On both of the following screens, set the "Default Gateway" to "Not This System™:

[IP Networking]->[DHCP]->[DHCP Server]

[IP Networking]->[ DHCP]->[DHCP Server]->[DHCP Subnet]

2. Inthefollowing menu:

[IP Networking]->[ DHCP]->[ DHCP Server]->[DHCP Options]

make the following changes:

* Change"DNS Server” to "192.168.1.251"

additionally, the following new entries must be created:

e "ID"->3
"Format" ->"IP Address’
"Value" ->"192.168.1.251"
"Scope" ->"Global"
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« "ID"->15
"Format" ->"Ascii String"

"Value" -> set this to the domain name that was previously configured into the 6000/SME Server(e.g.:
yourcompany.net)

"Scope' -> "Global"

3. Configure the 3100 ICP to use the DNS Server on the 6000 MAS. In the following menu:
[IP Networking]->[DNS]->[DNS Server]

make the following changes:

e Change"Domain Name" to the domain name that was previously configured into the 6000/SME Server
e Change"Primary DNS' t0 "192.168.1.251"
e Change "Secondary DNS" to0 "192.168.1.251"

Configuring the 6000 MAS

1. Connect the 6000 MAS to the 3100 ICP as shown in the diagram above.

2. During installation of the 6000 MAS, the console settings should be set as follows (in order):

e Primary domain name: [choose a domain]

e System name: [choose a system name]

« Loca network ethernet adapter: [choose a device]
e Loca IP address: 192.168.1.251

* Local subnet mask: 255.255.255.0

* Operation mode: server and gateway

« External access mode: [choose an access mode]

» External network ethernet adapter: [choose the other device]
» External interface configuration: [obtain from |SP]
e DHCP server configuration: OFF

e Master DNS server: [leave blank]

¢ Proxy server: No

3. Afterinstalation, login to the server-manager with your browser as follows:
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http://192.168.1.251/server-manager
user: admin
password: [as set during installation]

and make the following changes:

e Inthe"Workgroup" panel, set "Workgroup and Domain Controller" to "yes".

e From the "ServiceLink->Status" panel, enter the Service Account ID and click "Register”.

Note

This configuration uses a port on the 3100 ICP that might otherwise have been used for an IP phone.

All 6000 MAS services are supported.
This configuration does not require the 3100 ICP phone support blade.

To administer the 3100 ICP remotely when it is behind the 6000, simply enable PPTP on the 6000 and then
connect from a remote system to the 6000 using PPTP. Once connected, you will be able to access the 3100
ICP viaaweb browser.
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