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Copyright and Trademarks

Copyright © 2003-2006. All Rights Reserved. Bizfon2000 and Bizfon4000 are registered trademarks of Bizfon, Inc. Micro-
soft, Windows, and the Windows logo are registered trademarks of Microsoft Corporation. All other trademarks and brand
names are the property of their respective proprietors.

Limited Warranty

Bizfon Inc. (‘Bizfon) warrants to the original end-user purchaser every Bizfon to be free from physical defects in material
and workmanship under normal use for a period of one (1) year from the date of purchase (proof of purchase required). If
Bizfon receives notice of such defects, Bizfon will, at its discretion, either repair or replace products that prove to be defec-
tive.

This warranty shall not apply to defects caused by (i) failure to follow Bizfon’s installation, operation or maintenance in-
structions; (ii) external power sources such as a power line, telephone line, or connected equipment; (jii) products that
have been serviced or modified by a party other than Bizfon or an authorized Bizfon service center; (iv) products that have
had their original manufacturer’s serial numbers altered, defaced, or deleted.

In no event shall Bizfon’s liability exceed the price paid for the product from direct, indirect, special, incidental, or conse-
quential damages resulting from the use of the product, its accompanying software, or its documentation. Bizfon offers no
refunds for its products. Bizfon makes no warranty or representation, expressed, implied, or statutory, with respect to its
products or the contents or use of this documentation and all accompanying software, and specifically disclaims its qual-
ity, performance, merchantability, or fitness for any particular purpose.

Return Policy

If the product proves to be defective during this warranty period, call Bizfon Customer Care at (877) 603-4100 to obtain a
Return Material Authorization (RMA) Number. Please have your proof of purchase on hand when contacting us. When
returning a product, mark the Return Authorization Number clearly on the outside of the package and include your original
proof of purchase. Return requests cannot be processed without proof of purchase. Customers are responsible for ship-
ping and handling charges when shipping to Bizfon.

Bizfon or its service center will use commercially reasonable efforts to ship a replacement product within ten (10) working
days after receipt of the returned product. Actual delivery times may vary depending on customer location.

Bizfon reserves the right to revise or update its products, pricing, software, or documentation without obligation to notify
any individual or entity. Please direct all inquiries to:

Bizfon Inc., 50 Stiles Road, Salem, NH 03079

Notice to Users

This Installation Guide, in whole or in part, may not be reproduced, translated, or reduced to any machine-readable form
without prior written approval.

Bizfon provides no warranty with regard to this Installation Guide or other information contained herein and hereby ex-
pressly disclaims any implied warranties of merchantability or fithess for any particular purpose in regard to this manual or
other such information. In no event shall Bizfon be liable for any incidental, consequential, or special damages, whether
based on tort, contract, or otherwise, arising out of or in connection with this manual or other information contained herein
or the use thereof.

FCC Statement (Part 15) Class B

The Bizfon2000 and Bizfon4000 have been tested and found to comply with the limits for a class B digital device, pursu-
ant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference
in a residential installation. This equipment generates, uses, and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference
to radio or television reception, which is found by turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:

® Reorient or relocate the receiving antenna.

® |ncrease the separation between the equipment and the device.

® Connect the equipment to an outlet on a different circuit from the receiver.
® Consult a dealer or an experienced Radio/TV technician for assistance.

You are cautioned that any change or modification to the equipment not expressly approved by the manufacturer could
void the user’s authority to operate this device.

FCC Statement (Part 15) Class A
You are cautioned that any change or modification to the equipment not expressly approved by the manufacturer could
void the user’s authority to operate this device.

Administrative Council for Terminal Attachments (ACTA) Customer Information

This equipment complies with Part 68 of the FCC rules and the requirements adopted by the ACTA. On the back of this
equipment is a label that contains, among other information, a product identifier in the format US:AAAEQ##H#TXXXX,
made out to HX7OTO0BHX70100. If requested, this number must be provided to the telephone company.

Any plug or jack that is used to connect this equipment to the premises wiring and telephone network must comply with
the applicable FCC Part 68 rules and requirements adopted by the ATCA.

The Ringer Equivalence Number is an indicator of the maximum number of devices allowed for connection to a telephone
interface. The termination on an interface may consist of any combination of devices subject only to the requirements that
the sum of the RENSs of all the devices does not exceed five. Excessive RENs on a telephone line may result in the de-
vices not ringing in response to an incoming line. The REN for this product is part of the product identifier that has the
format US:AAAEQ###TXXX, made out to HX7OTO0BHX70100. The digits represented by ### are the REN without a
decimal point (in this case 00B is a REN of 0.0B.)
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If the Bizfon causes harm to the telephone network, the telephone company will notify you in advance that a temporary
discontinuance of service may be required. But if advance notice isn’t practical, the telephone company will notify the cus-
tomer as soon as possible. Also, you will be advised of your right to file a complaint with the FCC if you believe it is nec-
essary.

The telephone company may make changes in its facilities, equipment, operations or procedures that could affect the op-
eration of the equipment. If this happens, the telephone company will provide advance notice for you to make the neces-
sary modifications to maintain uninterrupted service.

Connection to a party line service is subject to state tariffs. Contact the state public utility commission, public service com-
mission or the corporation commission for information.

If your home has specially wired alarm equipment connected to the telephone line, ensure the installation of the Bizfon
does not disable your alarm equipment. If you have any questions about what will disable alarm equipment, consult your
telephone company or a qualified installer.

Electrical Safety Advisory
To reduce the risk of damaging power surges, we recommend you install an AC surge arrestor in the AC outlet from which
the Bizfon is powered.

Industry Canada Statement
This product meets the applicable Industry Canada technical specifications.

Safety Information
Before using the Bizfon, please review and ensure the following safety instructions are adhered to:

® To prevent fire or shock hazard, do not expose your Bizfon to rain or moisture.
To avoid electrical shock, do not open the Bizfon. Refer servicing to qualified personnel only.

°

® Never install wiring during a lightning storm.

® Never install telephone jacks in wet locations unless the jack is specified for wet locations.
°

Never touch uninsulated telephone wire or terminals unless the telephone line has been disconnected at the net-
work interface.

Use caution when installing or modifying cable or telephone lines.
Avoid using your Bizfon during an electrical storm.

Do not use your Bizfon or telephone to report a gas leak in the vicinity of the leak.

An electrical outlet should be as close as possible to the unit and easily accessible.

Emergency Services

The Bizfon SIP Service is intended to function as a secondary telephone service. This services is made available through
the Internet and therefore is dependent upon a constant source of electricity and network availability. If a power outage
occurs, the Bizfon SIP Service automatically will be disabled. User understands in the event of a power or network out-
age, the Bizfon SIP Service will not support 911 emergency services, and further, such services only will be available via
the user's regular telephone line that is not connected to the Bizfon. User further acknowledges that any interruption in the
supply or delivery of electricity or network availability is beyond Bizfon's control and Bizfon shall have no responsibility for
losses arising from such interruption.

Bizfon2000 and Bizfon4000; (SW Version 3.1.x)
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Manual II: see Administrator's Guide
Describes in detail the menus available for administrators only. Furthermore, it
includes all the system’s default values at a glance.

Manual III: see Extension User's Guide
Describes in detail the menus available for extension users. Furthermore, it in-
cludes all the call codes at a glance.
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About This Installation Guide

This Installation Guide explains the installation of the Bizfon IP PBXs of Bizfon2000 and
Bizfon4000. The Bizfon models differ both in their feature sets and the number of phone
lines and extensions that are supported:

® Bizfon2000 offers 1 phone line (FXO), 2 phone extensions (FXS) and 1 Ethernet
WAN port

® Bizfon4000 supports 4 phone lines (FXO), 4 phone extensions (FXS) and 1 Ethernet
WAN port

The installation procedure for all Bizfon IP PBXs is the same. Throughout this Installation
Guide, the standard edition of the Bizfon4000 with four FXO ports is shown as the refer-
ence system.

This Installation Guide gives step-by-step instructions to provision the Bizfon and configure
the phone extensions with the Bizfon SIP Server. After successfully configuring the Bizfon,
a user will be able to make SIP phone calls to remote Bizfon devices, make local calls to
the PSTN and access the Internet from devices connected to the LAN.

This Installation Guide neither describes the PBX, Auto Attendant, Call Relay, and Voice
Mail features of the Bizfon nor does it provide advanced firewall and VPN configuration in-
formation. For these features, refer to the Administrator's and Extension User's Guides.

Step 1: Installing the Bizfon explains the connection of cables and devices to the Bizfon.

Step 2: Configuring the Bizfon describes the configuration steps necessary to integrate
the Bizfon into your network environment.

Step 2-A: Using IP Lines explains how to configure IP lines on the Bizfon IP PBX and to
connect IP phones to become functional in the Bizfon’s LAN.

Step 2-B: Using Receptionist refers to the document describing Receptionist’'s configura-
tion on the Bizfon.

Step 3: Making/Receiving Calls explains how to enable the Bizfon’s various telephony
features.

Appendix: PC DHCP Settings explains how to configure your PC to access the Bizfon
Configuration GUI.

Appendix: Changing the Admin Password explains how to change the default administra-
tor password.

Appendix: Configuring NAT Traversal explains configuration of the Bizfon if it is placed
behind a NAT enabled router.

Appendix: Checking the Connections gives hints on solving common problems.

Bizfon2000 and Bizfon4000 (SW Version 3.1.x) 5
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Requirements

® One 120/240 VAC power outlet in close proximity to the Bizfon.
e One RJ45 Ethernet 10/100 broadband Internet connection.

e At least one RJ11 telephone connection is recommended to connect the Bizfon to the
PSTN network (all Bizfon IP PBXs with FXO ports).

e At least one off-the-shelf analog phone with an RJ11 telephone cable.

e One CAT 5 Ethernet cable with an RJ45 connector to connect to the Bizfon LAN port.
® One PC with a 10/100 Mbps Ethernet card or adapter installed.

e TCP/IP network protocol installed on each PC.

e For optimal results, Internet Explorer 5.5 or higher, or Netscape Navigator 4.7 or
higher are recommended.

Please Note: All Bizfon IP PBXs are shipped with one RJ11 cable and one straight RJ45
CAT 5 cable. If the LAN connector of the Bizfon connects to a hub or switch, a crossover
cable may be required.

Other cables are added according to the different connectivity requirements of the Bizfon IP
PBX types.

Bizfon2000 and Bizfon4000 (SW Version 3.1.x) 6
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Hardware Overview
The Rear Panels of Bizfon2000 and Bizfon4000

PHONES

PHONES LAN WAN

(1]

LINE 1 LINE 2

LINE 3 LINE 4

Fig. I-1: Bizfon's Rear Panels (1)

1 Power supply socket. Use only the power adapter delivered with the Bizfon.

2 LINE sockets to connect the Bizfon to the PSTN network using standard analog
phone service. These are FXO (Foreign Exchange Office) analog ports.

3 In the event of a power failure, PHONE 1 is connected to LINE 1, allowing the phone
to send/receive phone calls directly to the PSTN network. PHONE 1 is powered by
the PSTN.

Please Note: Only LINE 1 is connected to PHONE 1 during a power failure. The
other LINE and PHONE ports are not connected together.

4 PHONE sockets with RJ11 connectors enable connectivity of regular analog tele-
phones. These are FXS (Foreign Exchange Station) analog ports. As a factory de-
fault, the phones connected to PHONE sockets 1-3 (1-2 for Bizfon2000) are config-
ured as voice extensions. PHONE socket 4 is preconfigured for a fax machine.

5 RJ45 socket to attach to the Local Area Network (LAN) via an Ethernet CAT 5 cable.
If a PC is connected directly to this socket, a straight cable is used. If an Ethernet
hub, router or switch is used; a crossover cable may be required.

6 RJ45 socket to attach the Internet Uplink (WAN) via an Ethernet CAT 5 cable.

7 The USB socket enables connectivity of USB flash memory providing expansion for
additional voice mails and record data. Refer to the Administrator's Guide for sup-
ported devices.

8 The Reset button may be used in two ways: (1) to initiate a normal reset or (2) to
carry out a factory reset. A normal reset is executed by pressing the Reset button
with a paper clip for an instant.

Pressing the reset button and holding it down for seven seconds or more will execute
a factory reset. This will restore the factory defaults and clear all settings including
the IP address and the administration password you entered.

Please Note: A Factory Reset forces the default LAN IP address of 172.30.0.1 and
default admin password of 19.

Bizfon2000 and Bizfon4000 (SW Version 3.1.x) 7
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Hardware Overview

Bizfon’'s Front Panel LEDs

Fig. I-2: Bizfon's Front Panel LEDs

B:e?,/] off: no power

gtams of CPU on or blinking: normal activity
Info on: device is booting

yellow off: no information

System information

blinking: an event occurred; details specified in the System

Event section of the Management interface

Fault on either an error or the device is booting
red off: no error

System status blinking: system unusable

usB on: USB memory device installed correctly
green off: no USB memory device found

Status of the USB interface (Bizfon2000: not used)

PWR (Bizfon2000 only) on: power supply ok

green off: no power supply or device is still booting
Status of the power supply (Bizfon2000 only)

LAN on: link ok

green off: no link

Status of the LAN interface flickering: traffic on the link

WAN on: link ok

green off: no link

Status of the WAN interface

flickering: traffic on the link

Status of the:

FXO LINE (Bizfon2000)
FXO LINE 1 (Bizfon4000)

Line1
green

on: line in use
off: line not in use

Line2 Status of the:
green FXO LINE 2 (Bizfon4000)
(Bizfon2000: not used)

on: line in use
off: line not in use
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LED indication during a firmware update

A firmware update is indicated by the red (Fault) and yellow (Info) LEDs. Both will blink si-
multaneously for about two minutes while the firmware is being updated. The Bizfon will
then reboot automatically showing the boot LED sequence.

LED indication during a boot sequence

A boot sequence is indicated as follows: The red Fault LED will glow for a few seconds,
then the yellow Info LED will glow for another four or five minutes while the green Busy
LED is blinking. Once the Info LED is off, the boot sequence has been completed success-
fully.

LED indication during emergency firmware upload

The red Fault LED and the yellow Busy LEDs will stop blinking alternately and start blink-
ing in parallel. This shows that Bizfon has accepted the emergency firmware and is loading
it. After a few seconds, Bizfon will boot, indicated as follows: The red Fault LED will glow
for a few seconds, then the yellow Info LED will glow for another few seconds while the
green Busy LED is jittering. When the yellow Info LED extinguishes, the boot sequence
has been completed successfully.

Bizfon2000 and Bizfon4000 (SW Version 3.1.x) 9
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Step 1: Installing the Bizfon

Networking Overview

To establish a connection between the Internet and your local area network (LAN), an ac-
cess router is needed. The Bizfon IP PBX serves, among other functions, as an access
router, and will perform the task of connecting your LAN, or a group of one or more PCs, to
the wide area network (WAN) or the Internet. The Bizfon will process and regulate the data
traffic between these two networks. All Bizfon IP PBXs have one LAN port that can connect
to Ethernet hubs and switches on the LAN, allowing additional devices to be connected to
the network.

The Bizfon is a device with two sides: one side connects to your LAN, and the other side
connects to the Internet, or the WAN. Bizfon’s firewall and Network Address Translation
(NAT) functionality protects your LAN from being seen from the Internet side making the
LAN private and secure.

The Ethernet WAN port transmits up to 10 Mbps, and the LAN port transmits at 10 Mbps or
100 Mbps. The ADSL and G.SHDSL WAN port will adjust to the transmission rates that are
available.

Every device within an IP network requires a unique IP address to identify itself. Since the
Bizfon connects to both the LAN and the WAN, it has to be part of both networks, and must
have two IP addresses: one for the WAN side and one for the LAN side. The Bizfon’s inte-
grated firewall/NAT functionality will hide the LAN IP address from the WAN (Internet) side.

There are two ways of assigning an IP address: statically or dynamically.

A Static IP address is a fixed, manually assigned IP address that remains valid until
changed. If you plan to use the Bizfon as your Internet access router, contact your Internet
Service Provider (ISP) to find out if a static IP address is assigned to your account. If so,
you will need this static IP address when configuring the Bizfon device.

A dynamic IP address is a temporary address that is automatically assigned by your ISP
and will change periodically. If your ISP offers a dynamic IP address, the Bizfon will act as
a DHCP client and will receive a new IP address from the ISP’s DHCP server or PPPoE
feature.

Please Note: A DHCP client is a piece of software that requests an IP address from a
DHCP server. A DHCP server assigns on request a unique IP address to a device. The
Bizfon, like many routers, acts as a DHCP client on its WAN interface and as a DHCP
server on its LAN interface.

The Bizfon must be visible to the Internet to be able to receive and send VolIP calls. When
the Bizfon is placed in a private network, typically behind existing routers, it will by default
attempt to pass through the NAT of this router with its STUN (Simple Traversal of UDP over
NAT) feature. STUN will work without user configuration with the majority of basic routers.
In some scenarios, port forwarding on the router is required to make the Bizfon accessible
to other Bizfon devices and the Bizfon SIP Server on the Internet. Another configuration op-
tion is to use the Bizfon as the Internet access router, connected directly to the WAN, elimi-
nating the traverse to the local NAT firewall.

Bizfon2000 and Bizfon4000 (SW Version 3.1.x) 10
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LAN/WAN Connection Options

e A Bizfon IP PBX with an Ethernet WAN port behind a router, which is connected
to a cable or xDSL modem.

\' )
( Internet

~— IP Router i
with NAT

Fig. I-3: Configuration: Bizfon behind a router

In this configuration (Fig.l-5), the IP router typically acts as a DHCP server for the LAN and
assigns the IP addresses to the PCs and other devices. The Bizfon can be connected
through its WAN port directly to one of the router's LAN ports and will get an IP address
from the router. By default, the Bizfon acts as a DHCP client on the WAN port.

Please Note: Since Bizfon uses STUN by default, it will work with most basic routers
without any further configuration.

Please Note: Initially, the Admin PC must be connected to the Bizfon LAN port to access
Web Management of the Bizfon. Later, this PC can be moved to the router's LAN. The
Bizfon Web Management can be accessed from any PC in the router's LAN as soon as the
firewall is disabled on the Bizfon.

e A Bizfon IP PBX used as an Internet Access Router, connected directly to
the Internet

|

( Internet

WAN port: DSL
or

WAN port: Ethernet

Modem

LAN port

Fig. I-4: Configuration: Bizfon used as Internet Access Router

Bizfon2000 and Bizfon4000 (SW Version 3.1.x) 11
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Please Note: The Admin PC is connected to the Bizfon LAN port to access the Web Man-
agement of the Bizfon. After the initial configuration has been completed, this PC can then
be moved to the LAN and connect to the Bizfon over a switch (see Fig.I-7). You also may
reach the Bizfon for its first configuration from an Admin PC within the LAN, but this may
cause collisions in case of non-fitting IP addresses and competing DHCP servers.

\\1\ /J/ \L
N C  Internet

7 PST

—

\ .
WAN port: DSL [ -

or
WAN port: Ethernet

Switch

Fig. I-5: Configuration: Bizfon used as Internet Access Router with a switch connected to the LAN port

If the user already operates a router connected to the cable or DSL modem and has de-
vices behind the router, the router is disconnected from the modem and the Bizfon is in-
serted between the modem and the router (see Fig.I-8). The Bizfon serves as an Internet
access router and DHCP server. The Bizfon will be configured to connect directly to the
Internet through a cable or DSL modem. The router then is connected to the Bizfon LAN
port.

_

PSTN / Internet

Fig. I-6: Configuration: Bizfon used as Internet Access Router with a router connected to the LAN port

Please Note: If there are services configured behind the existing router such as Web or
gaming servers, these services also must be configured through the Bizfon firewall for
proper operation. Refer to the Administrator's Guide for more information.

Bizfon2000 and Bizfon4000 (SW Version 3.1.x) 12
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Connecting the Hardware

e Bizfon4000 behind a router
Bizfon2000 is connected accordingly.

Fig. I-7: Installation: Bizfon4000 behind a router

e Bizfon4000 used as Internet access router
Bizfon2000 are connected accordingly.

Fig. I-8: Installation: Bizfon4000 used as an Internet Access Router

e Verify the product package contents are complete. Refer to the contents sheet included
in the packaging to determine if all the items were shipped in the box.

e Before you connect the hardware, make sure that all devices are powered off.

Connect telephones to the PHONE ports on the Bizfon’s rear panel. You may connect
as many phones as there PHONE sockets available. PHONE socket 1 must be con-
nected to a telephone to enable lifeline support functionality.

Please Note: PHONES 1-3 (1-2 in case of Bizfon2000) will ring simultaneously, if a
PSTN call comes in. PHONE 4 is preconfigured for a fax machine.

e Connect at least one of Bizfon's LINE (FXO) ports to the telephone service from the
PSTN. The Bizfon2000 offers connectivity of one line, Bizfon4000 offers two lines.
Please Note: If your Internet connection is a DSL modem, you may need to use a mi-
cro filter between the FXO LINE port and the phone line. Micro filters are typically pro-
vided by your ISP but are also available at most computer stores. If a micro filter is al-

Bizfon2000 and Bizfon4000 (SW Version 3.1.x) 13
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ready installed, simply connect the RJ11 from the existing phone to the Bizfon FXO
port leaving the micro filter connection as is.

e Connect the Ethernet port on your PC via a straight CAT 5 cable with an RJ45 connec-
tor to the LAN socket of the Bizfon. If a hub or switch is connected between the Bizfon
and your PC, use a crossover cable from the LAN interface of the Bizfon to the
hub/switch.

e Connect the WAN port of the Bizfon to the Internet service via a cable or DSL modem.
e Power up the DSL or Cable modem first.

e Connect the power adapter to the POWER port on the Bizfon’s rear panel and plug the
power adapter into a power outlet. Only use the original Bizfon power adapter and plug
it into a power strip with surge protection or to a UPS if available.

The red LED (Fault) will glow for several seconds followed by the yellow LED (Info),
which will glow for several minutes. When Info LED is off, the Bizfon is operational.

e Power up any hub or switch followed by any PC and other devices on the LAN side.
Please Note: The PC must be configured for DHCP to receive an IP address directly
from the Bizfon. Refer to Appendix: PC DHCP Settings for instructions on setting up a
PC for DHCP operation.

® Check the LEDs: The green Busy LED must glow continuously. The green LAN and
WAN LEDs will blink when cables are connected to these ports and all devices are
powered up. If the green LAN and WAN LEDs do not blink, verify cabling and ensure
that all devices are powered up.
Please Note: CAT 5 cables can be faulty without any visual indication. The LAN and
WAN LEDs verify that the Ethernet connection is established between the end points. If
these LEDs are not illuminated, there is a connection problem between the Bizfon and
the other device. Some modems, hubs, switches and routers will require the use of
crossover cables.

Bizfon2000 and Bizfon4000 (SW Version 3.1.x) 14
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Step 2: Configuring the Bizfon

Bizfon IP PBXs with Ethernet WAN up-
link do not require further
configuration in two cases:

e The Bizfon is connected behind a basic router that has no con-
flicts with the STUN protocol.

® The Bizfon is used as the Internet access router and your
ISP supports DHCP. There are no other router devices between
the Bizfon and the DSL or cable modem and you get the IP ad-
dress assigned automatically by the ISP.

Simply power up the modem. Once the modem is up and running (after a
few minutes) power up the Bizfon.

Verify functionality of both IP and PSTN calls:

e PSTN telephony: Make an outbound PSTN call and arrange to receive an in-
coming call. The incoming PSTN calls will be routed to the Auto Attendant by
default, and the caller has to enter a valid extension number, e.g., 11, followed
by the # sign to reach a phone connected to the first PHONE port of the Bizfon.

e |P telephony: Dial 888# and you will hear a voice message that confirms you
have successfully established an IP call. If this call is not successful, go to
Appendix: Checking the Connections for troubleshooting.

You may customize the following settings by connecting the PC to Bizfon's LAN port and
logging in to the Bizfon’s Web Management:

e Bandwidth - to regulate the number of calls allowed by the Bizfon to avoid
degradation in low bandwidth conditions.

o Time/Date - to ensure the correct time and time zone are used for call records.

e Regional Settings - if your Bizfon is located outside the United States, it is im-
portant to properly configure your line connections to the PSTN in your location.

e Firewall - if your Bizfon is connected behind a router with its own firewall ser-
vice running, disable the firewall to make Bizfon accessible for management
purposes.
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Step 2.1: Logging in to Bizfon
e Start a browser (MS Internet Explorer, Netscape, Opera) on a PC connected to
the LAN port.
e Enter http://172.30.0.1 (Bizfon’s default LAN IP address) into the address field.
e The Login page of the Bizfon will be displayed (see Fig.I-13).

Eszé%;;
BIZFON.

Bizfon4000 Management

Login

Fig. I-9: Login page

Enter admin as the Username and 19 as the password to log in as the administrator. Once
you log in, you will enter into the Bizfon Management Menu.

Please Note: If you consecutively enter a wrong password and/or username for five times
the device will be unavailable for login for five minutes.

After log in, the Bizfon Management page will be displayed.

Main System Users Telephony  WtemetUplink  LANServices B'Zr?ﬁi
Satonrs
Betresh 0585 Secandst

Bizfon4000 Management
Active Calls

Call Start Tune | Call Duration | Calling Phone | Called Phone

No items in list

Intermet cannestion status: static I

Copyriaht (C) 2008 Bizton, Inc. Al fights raserved

Fig. I-10: Bizfon Management page

Please Note: The illustrations above and the following screenshots show the screens of a
Bizfon4000. The management screens of the other Bizfon IP PBXs differ only slightly,
therefore the Bizfon4000 management screens will be used as reference through this docu-
ment.
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Step 2.2: System Configuration Wizard

Select the System Configuration Wizard from the System menu. The System Configu-
ration Wizard is a tool for the administrator to define the Bizfon's Local Area Network set-
tings and to specify regional configuration settings to make Bizfon operational in its LAN.
The System Configuration Wizard must be run upon Bizfon first startup.

For the basic configuration, some pages in this wizard may be skipped and left default for
the basic configuration.

Please Note: It is strongly recommended that factory default settings are left unchanged if
their meanings are not completely understandable to the party administrating the Bizfon.

System Configuration

The first page of System Configuration Wizard shows all items to be configured. Click the
Next button to start. Enter into the Host Name field the unique name (top right corner, un-
der Bizfon logo) for the Bizfon device.

For a basic configuration, the LAN IP address does not need to be changed, but if you
must change it (for example, to integrate the device into an existing LAN), record the new
LAN IP address and have it handy. You'll need it for subsequent access to Bizfon’s man-
agement.

Please Note: The Host Name is very useful when many Bizfon's are part of a network and
one administrator has remote access to all of them. All Bizfon pages show the hostname on
the top right corner under Bizfon logo.

Main  System Users  Telephony  Infernet Uplink LAN Services T _ »
BIZFON
& -

System Configuration Wizard btinde
System Configuration
Hosthame:  |bizion78
LAN IF Configuration
IPaddress: 172 |[30 |[55 |[s8
sutmetiask: (285 | (255 |[0 o

Bizfon, Ino. Al fights reserved

Fig. I-11: System Configuration page

Clicking Next shows the page DHCP Settings for the LAN Interface.

Bizfon2000 and Bizfon4000 (SW Version 3.1.x)
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DHCP Settings for the LAN Interface

If the DHCP server is enabled, the Bizfon will automatically assign dynamic IP addresses to

the stations connected to its LAN port.

If you didn’t change the default LAN IP address of the Bizfon, you also may leave the de-

fault values for the IP Address Range. Make sure your
the same network as the LAN port of your Bizfon.

Please Note: Make sure there is only one DHCP server
able network behavior can occur.

connected LAN devices belong to

on the LAN, otherwise, unpredict-

= T

Main System Users  Telephony Internet Uplink LAN Services B'Z‘f{y\

Catorr
System Configuration Wizard
DHCP Settings for the LAN Interface

2 o fm o [z 1 1o 1@
VS Ser TR O O
O
Fig. 1-12: DHCP Settings for the LAN Interface page

Click on Next to display the Regional Settings page.

Regional Settings

If your Bizfon is located outside of the United States, it is important to properly configure

your line connections to the PSTN in your location.

“Titon7s
System Configuration Wizard

Regional Settings and Preferences

Your locale (location). |US b

Timezone US/Central ©

hoose GUItheme
Next
Copyigh (©)2008 Biio, e All ighs resrved

Fig. I-13: Regional Settings page

Proper configuration of Regional Settings is important for the functionality of the voice sub-
system. The Regional Settings determine the proper telephony parameters on the LINE
(ISDN) and PHONE ports of the Bizfon for the specified country. Select the country where
the Bizfon is located. If you do not find your country in the list, pick the closest in your time-

zone.

Bizfon2000 and Bizfon4000 (SW Version 3.1.x)
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Step 2.2: System Configuration Wizard

The Bizfon obtains the correct time automatically over the Internet from a time server. If you
are not located in the US/Central standard time zone, you will need to change the Time-

zone to your region.

Click on Next to display the Emergency and PSTN Access Code Settings page.

Emergency and PSTN Access Code Settings

Main System Users Telephony  InteretUplink  LAN Services.

System Configuration Wizard

Blzr«'éﬁ'—\/

Emergency Codes and PSTN Access Code Settings

Please enter all your Emergency Codes separated by commas and PTN Acc

Emergency Codes 911,112

PSTN Actess Code ER

Previous

Nex

255 Cade ino following fields

Fig. I-14: Emergency and PSTN Access Code Settings page

You may enter your local specific emergency codes into the appropriate field. For example,
in the United States the emergency number is 911, whereas in Germany it is 112,110. In
case of an emergency you can then pick up any FXS phone and dial your configured
emergency code without any prefixes for PSTN calls (see Step 3: Making/Receiving Calls).

The PSTN Access Code is the prefix number you choose to dial to tell the Bizfon to “make
this call over PSTN” (see Step 3: Making/Receiving Calls). Users in the United States will

usually choose 9 here. European users usually would want to enter zero (0). If you do not
enter anything into this field the currently configured PSTN Access Code will stay un-

changed.

Click on Next to display the Summary Page.
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Finishing the System Configuration Wizard

Main System Users Telephony litemetUplink AN Services

System Configuration Wizard

Summary Page

All settings are done. By pressing Finishyou will

® save and activate all s
s ollback featy

etings

onyour P seftings ts p
You have to confirm the:

rebaotor re
5. Ifnol, the o

Dependin
ATTENTIO!

s configuration and reboot

Copyight (©)2008 Bizfon, Ing Al ights reserved

Fig. I-15: System Configuration Wizard finishing page

Click on Finish to complete the System Configuration Wizard. The Bizfon will then stop in-

ternal functions and apply the changes made in the Wizard.

Home

System Configuration Wizard

BIZFONEL

Wizard execution progress

= W server
Saving new configuration....

address of the LAN interface this vill be the last message yo
£ PC nov.. Bye Bye
iguration

1=
PL

Starcing rollback

< >

Copyight(©12008 Bizin, Ine. Al fghts resemed.

Fig. I-16: Wizard Execution Progress page

After this is complete, the Bizfon will reply with the Confirm Settings page requesting con-

firmation of the changes. Press on OK to confirm the settings.

Home

Confirm settings

confirm the seftings.

Please press s
Ifyou dont press ‘OK within 20 minutes a system restores the previous configuration

Fig. I1-17: Confirm Settings page

Please Note: you must confirm the settings within 20 minutes, otherwise the device will re-

vert back to the previous configuration and reboot.

Please Note: If you do not use DHCP for your LAN and you have changed your LAN set-
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tings, make sure that the IP address of the PC connected to Bizfon is still within the speci-
fied IP address range, otherwise your PC may not establish a connection to Bizfon.

If you changed the network configuration of the LAN, restart your LAN connection to re-
ceive a new |IP address from the new network. Then you can access the Web Management
of the Bizfon on the new IP address you've assigned to the Bizfon.

Bizfon2000 and Bizfon4000 (SW Version 3.1.x) 21



Bizfon Manual I: Installation Guide Step 2.3 Internet Configuration Wizard

Step 2.3: Internet Configuration Wizard

Open the Internet Configuration Wizard by selecting the corresponding menu item on the
System menu. The Internet Configuration Wizard is a tool for the administrator to config-
ure the WAN settings and to adjust Bizfon's connectivity in the global network. It must be
run if Bizfon is desired to be connected to the Internet.

The page Getting Started will be displayed:

Main System Users  Telephony Internet Uplink LAN Services BIZFC}&(
Titon7s

Internet Configuration Wizard

Getting Started
This wizard guides you through:
® Unplink Selection

and, based on which WAN Interface Protocal you selectthere, through

I for Protocol "PPPoE" Il. for Protocol "PPTP" Ill. for Protocol "Ethernet"”
® PRRIPPTP Configuration * WAN P Configuration ® WAN P Configuration
AN Interface Configuration * PPPIPPTP Coniguration * WaN Interface Configuration
* DN Setings ® Wi Interface Configuration * DN Setings
* DS Setings

Copyight (€) 2008 Bizfon, Ine. All ights reserved

Fig. I-18: Internet Configuration Wizard

This first page of the Internet Configuration Wizard is for informational purposes only and
lists the items to be configured, Click on the Next button for the Uplink Configuration

page.

Before configuring the WAN port to the Internet, you need to get the following information
from your internet service provider:

e Bandwidth - how much is available upstream and downstream?

e WAN IP Configuration - is DHCP supported? If yes, no more information is needed. If
DHCP is not supported, the following data is needed: the WAN IP address, the sub-
net mask, the IP address of the standard gateway and the IP address of the Domain
Name Server (DNS).

® MAC address - needed when the ISP requires a specific MAC address for the WAN.

Additionally, for Point-to-Point Protocol over Ethernet (PPPoE) WAN interface, you need to
get the following information from your internet service provider:

® PPP Configuration - does your ISP use a dynamic or fixed WAN IP address? If the
WAN [P address is dynamic, no more information is needed. If the WAN IP address
is fixed, you will have to enter it.

e Authentication - does your ISP require authentication? If authentication is required,
information about the corresponding method (PAP, CHAP or MSCHAP) is needed in-
cluding the username and password of the PPPoE account.

Bizfon2000 and Bizfon4000 (SW Version 3.1.x)
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This information will be needed to be inserted in the Internet Configuration Wizard.

Uplink Configuration

Select the desired WAN Interface Protocol and enter the WAN Interface Bandwidth to as-
sure the quality of IP calls.

Main System Users Telephony  lnfernet Uplink  LAN Services i _ »
BIZFON
bizons

Internet Configuration Wizard

Uplink Configuration

WaN Interface Protocol

AN Interface Bandwidth

O PPPOE
kbS] (o

O rrre
o)

@® Ethemet

Win Data Rate: [0 i

Fig. I-19: Uplink Configuration

If the available bandwidth is used to the point where the quality of an additional IP call
would suffer, then new IP calls are rejected.

The bandwidth provided by your ISP must be specified for both Upstream and Down-
stream fields. The default entry in both fields is 10000, the maximum bandwidth of the 10
MB uplink module. For basic DSL and cable modem service in the United States, typical
values are 300 for Upstream and 1500 for Downstream.

The Min Data Rate text field is used to specify the amount of bandwidth reserved for data
applications. The value entered here needs to be smaller that the value specified for Up-
stream Bandwidth.

Specify the WAN Interface Protocol by choosing between available WAN interface proto-
cols: PPPoE (Point to Point over Ethernet), PPTP (Point to Point Tunneling Protocol) and
Ethernet. Use Ethernet for DHCP or static IP.

For Ethernet, clicking Next will display the WAN IP Configuration page. If PPPOE is the
selected WAN Interface Protocol, the next page will be PPP/PPTP Configuration. For PPTP
WAN Interface Protocol, PPP/PPTP Configuration page will follow the WAN IP Configu-
ration.

WAN IP Configuration

Your Internet Service Provider (ISP) should provide this information.

e Assign automatically via DHCP - The parameters are set automatically by the ISP.
This is common with cable modem and DSL service.

e Assign Manually requires the administrator to enter the external IP Address, the cor-
responding Subnet Mask, and the IP address of the Standard Gateway. This is
common when you have a static IP address with your ISP.
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e
Main  System Users  Telephony Internet Uplink LAN Services. o - »
BIZFON
-
Internet Configuration Wizard Btene
WAN IP Configuration
IP canfiguration of the WAN inerface
O Assign autornaticallyvia DHCP
& I
@ofgrmanuaty paaess: [182_|[tee |[2s|[ee |(P-Cliboard ]
susnetesk  [755|[58 ][5 |[o|(P-Gimbea )
Defaut Gateway: 192 | [168 | [25 5
Copyight (22008 Bizton, Inc. Al ights rssrved

Fig. I-20: WAN IP Configuration page

Click on Next to display the WAN Interface Configuration page.
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PPP/PPTP Configuration
Enter the IP address of the PPTP server into the PPTP Server text field.

Choose the encryption for the traffic over the PPTP interface from the Encryption drop
down list.

Authentication Settings require the Username and the Password used for the authentica-
tion on the ISP server.

Dial Behavior radio buttons:

e Dial Manually - if this radio button is activated, a button will be displayed in the main
management window that serves to switch the Internet connection on/off. When ac-
cessing the Internet, every station of the connected LAN has to connect to Bizfon first.

e Always connected - Bizfon stays in the always connected mode. This will allow
Bizfon always remain online in the network.
The IP Address Assignment field is used to specify the external IP address given to the
Bizfon. Usually it is a dynamic address but in some cases you may be given a static IP ad-
dress.

= T
Main System Users  Telephony Internet Uplink LAN Services BlZFqﬁf_
GiztonTe

Internet Configuration Wizard

PPP { PPTP Settings

PPTP Server.
Encryption:

Authentication Settings,
Username: bizfon_user
Userpassword. |esse

Dial behaviour

© Dial manually

@ Aways connected

IP Address Assignment

© Dynamic IP Address

@© Fined IP Address

Fied IP Address:  [172 16 | [188 |[30 IP-Clipboard

Keep connection alive

Copyright (C) 2006 Bizfon, Ine. All ights racerves '

Fig. I-21: PPP/PPTP Configuration page

If your ISP assigns a dynamic IP address, activate the Dynamic IP Address radio button,
otherwise activate the Fixed IP Address radio button and enter the IP address you were
assigned by your ISP.

Keep Connection alive checkbox enables keeping the connection alive by sending control
packets dedicated for the link state verification.

Click the Next button to display the WAN Interface Configuration page.
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WAN Interface Configuration

If your ISP requires a specific MAC address, (for example, for authentication), it can be en-

tered on this page. The required MAC address can be entered into the User defined field.
If a specific MAC address is not required, leave the default selection This device selected.

Main System Users  Telephony Internet Uplink LAN Services. 23 _
BIZFON
Internet Configuration Wizard Btz
WAN Interface Configuration
MAC Address Assignment
O This device: | oo1380:00:78:01
® User defined ;
© eer et | e oo |58 | |[1o
Maximurm Transfer Unit (WTU)
wru: [1500 |v] Bytes
Copyight (€208 Bizto, e, Al ights resrved

Fig. 1-22: WAN Interface Configuration page

Use the MTU drop down list to select the maximum packet size on the Ethernet (in bytes).

Click Next to display the DNS Settings page.

DNS Settings

For DNS, the selection is set to Dynamically by Provider. When using a static IP address,

fixed values must be entered.

Main  System Users  Telephony Internet Uplink LAN Services B'ZF?N i
Titons
Internet Configuration Wizard
DNS Settings
Namesewer assignment
G Dynamically by provider
Fixed N Add = T air —
@ Fueo ameserer Adress Nameserver 192 ||es || IP-Clipboard
Atemative Nameserver. [192 | [168 | [0 [156 |[1P-Clipboard
Copyight (€) 2008 Bizfon, ng. Al ights reservad.

Fig. 1-23: DNS Settings page

The Bizfon will suggest the correct settings. If Dynamically by Provider is selected, the
DNS server settings will be set automatically whenever a connection to the Internet is es-

tablished.
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If Fixed Nameserver Address is selected, manually enter the IP addresses provided by
your ISP for the name server and the alternative name server.

Clicking Next shows the summary page of the Internet Configuration Wizard.

Finishing the Internet Configuration Wizard

Main System Users Telephony Internet Uplinkc LAN Services

Internet Configuration Wizard

Summary Page
Al settings are done. By pressing Finish'you wil

 save and actvate all seflings
® starthe rollback feature

Depending on your [P settings itis possiale that you cannot reach the device any mare. You may have to rebaot or reconfigure your PC.
ATTENTION: You have to confirm these s stings on the main index page within 20 min utes. If ot the device will switch back o the previous configuration and reboot

Copyight(£) 2008 Bizton, In. All ighs reserved.

Fig. I-24: Internet Configuration Wizard Summary page

Click the Finish button to complete the Internet Configuration Wizard. The Bizfon will then
stop internal functions and apply the changes made in the Wizard. After this is complete,
the Bizfon will display the Confirm Settings page requesting confirmation of the changes.
Press the OK button to confirm the settings.

Please Note: the settings should be confirmed within 20 minutes; otherwise, the device will
revert back to the previous configuration and reboot.
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Step 2.4: Firewall Configuration

By default, Firewall configuration on the Bizfon has medium security, which denies any in-
coming traffic from the WAN except for voice traffic.

Disabling the firewall is only required to access the Bizfon’s management when the Bizfon
is connected behind a router. To disable the firewall, open Firewall Configuration from
the Internet Uplink menu. Disable the firewall by deselecting the corresponding checkbox

and save changes.

Enable 108
Enable NAT

Enable Firewall

Main System Users Telephony  Internet Uplink LAN Services BlZFO]ﬁ(

Firewall Configuration

Viztanre

@ Low
Security

Everything is allowed that's not explicity foraiciden!
This policy doesnt block anything per default You have to configure the fiters manually. This option is recommended ifhis device is already
Iacated behind anather firewsall or ifyou are sure thatyou have configured every filter correctly. Basic protection against the most common attacks
(portscans, flaoding, etc) s still provided with this policy.

O edium
Security

Trafic ofiginating frorm the LAN-side may pass and trafic frorm the WAN- side will e blacked per default. This is the recommended policy.

O High
Security

Everything thatis not explicity allowed will be blocked. This includes traffic from the LAN-side. You have to configure the fiters to open up the
firewall as desire

“iew Filtering Rules

‘Advanced Firewall Confiauration

Copyright (€) 2008 Bizfon, Inc. Al fights resarved.

Fig. I-25: Firewall Configuration page

Please Note: The Enable IDS checkbox is not available for some Bizfon IP PBX models.
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Step 2-A: Using IP Lines

The basic configuration procedure for Bizfon IP PBXs that use IP lines is exactly the same
as described in Step 2.

Before starting the IP Lines specific configuration, the appropriate IP Phone (the list of SIP
phones supported by Bizfon is presented below) should be connected to the LAN port of
the Bizfon.

Each IP line should be configured individually from the Telephony menu, Line Settings
page, IP Line Settings tab.

Ml System Users Telophony  temetUplik  LANServices BIZFONGY
e

Line Settings

Onboarg Line Setings 1P Line Settings

Available IP Lines | Attached Extension | Type | Details

IPLine3 33 sIP UserName: r-ext1 3, Model: Cisco7960, 61:24:a2:67:90:c1
PLines 5 MGCF 192.168.25.8, aaln/9.
IELine? 37 sIP UserName: ext37, Model: Snom, 5e:5a:84:19.1d:b3

Copytight (€) 2008 Bizfon, Ine Al ighte razerves.

Fig. I-26: Line Settings page

Click on the IP Line number to enter the IP Lines Settings page.

o
Main System Users Telephony Internet Uplink LAN Services Eleoy;
Vs

IP Line Settings - IP Line 1

O Inactive

© MGCP Phon . T
1P Address: ]

Gateway Name: [|

Endpoint Name:

@sPphone | pronewosel  [Snom1en v
WACAddiess:  [te |12 |[se }[bc J[s5_}[190

Line Appearance: [2

SIP-Cliphoard

Usermame: opasst2

Password |essssss

D
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Fig. I-27: IP Line Settings — Edit IP Line page

Select the SIP Phone radio button. Select the SIP IP phone model from the Phone Model
drop down list.

Bizfon2000 and Bizfon4000 (SW Version 3.1.x) 29



Bizfon Manual I: Installation Guide Step 2.3 Internet Configuration Wizard

Insert the SIP Phone’s MAC address in the corresponding fields. The MAC address of an
IP phone is usually printed on the back of the phone’s base unit.

In the Line Appearances text box, enter the number for simultaneous calls supported by
the SIP IP phone — which is the sum of the number of active and held calls. For example, if
this field is set to 1, only one active call is possible to have on the phone and making or ac-
cepting a second call while the other is on hold will not be allowed. Note, that this number
depends on the phone brand and model, and cannot exceed the number of simultaneous
calls supported by the phone.

To simplify the configuration procedure, Bizfon generates unique identification parameters
(see Username and Password). You may use either these values or specify new ones.

Press Save to apply the settings for the IP line.

Reset the SIP Phone. After restart, the appropriate configuration will be automatically
downloaded from the Bizfon to the SIP Phone.

Please Note: If you have decided to make the IP phone configuration manually, it is rec-
ommended to select the Other option from the Phone Model drop down list and to make
the configuration manually on the SIP phone also. The SIP phone’s configuration is differ-
ent dependent on the SIP phone model. For more information about SIP Phone configura-
tion, refer to the SIP phone manual or user’s guide.

Some SIP phones require only reboot for configuration download. Other SIP Phones may
require additional configuration. For example, by default IP Dialog SIP Tone Il is in non-
auto-provisioning mode, therefore the user has to manually enable it on the phone.

To make sure the line configuration works properly, do the following:

e  Go to Bizfon Status- SIP Registration status — Registered IP Lines to see if
IP Line registration is successful.

e  Dial *74 to get the line information.

e  Make outgoing and accept incoming calls.

To make the IP line functional (for example, to be able to make/receive calls), refer to the
Step 3: Making/Receiving Calls chapters further in this guide, with the difference that the
extensions should be attached to the configured IP line.

If an MGCP IP phone is connected to the Bizfon’s LAN, the MGCP Phone configuration
should be done manually. The MGCP Phone radio button should be selected and the IP
Address, Gateway Name and Endpoint Name fields should be manually filled in with the
appropriate information. The information can be taken from the MGCP Phone or provided
by its administrator.
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Supported SIP Phones

Below is the list of SIP phones that can be automatically configured to work with Bizfon IP

PBXs:
[ ]
]

Snom 190 (Application version 3.60s)

Snom 200 (Application version 3.56m)

Snom 220 (Application version 3.56m)

Snom 320 (Application version 4.2)

Snom 360 (Application version 4.1)

Polycom Soundpoint IP 300SIP (Application version 1.3.1)

Cisco IP Phone 7960 (Image version 7.4 (P0S3-07-4-00))
Swissvoice IP 10S (Application version IP10 SP v1.0.0 (Build 16))
IP Dialog SIP Tone Il (ST201) (Firmware Version SipTone 1.2.0 rc Z_21)
Aastra 480i (Application version 1.3.0.1080)

Sipura SPA-841 IP (Software version 3.1.4(a))

Step 2-B: Using Receptionist

If you wish to use the Receptionist’s features, the Receptionist should be set up on the
Bizfon. The Bizfon’s basic configuration should be done in the same way as described in
the Step 2.

To get the Receptionist related setup, with detailed instructions on how to configure the
Bizfon and the attached IP Phones, contact Bizfon’s Technical Support.
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Step 3: Making/Receiving Calls

Attention: By default, the Bizfon is preconfigured with default SIP registrations that
allow Bizfon users to call other Bizfon users over IP. These registrations are in-
cluded for test purposes and can not be modified. If a user changes the registration
information, only a factory reset will restore the values.

e To make a call to the PSTN, lift the handset and dial 9 and the local phone number.
You may accelerate the dialing process by adding the # after the last digit, e.g., 9 +
972-661-1335#. You are making a local call through the PSTN. It is assumed an FXO
phone line is connected to the Bizfon.

Please Note: In case you had changed the default value of the PSTN Access Code
in the System Configuration Wizard to something other than 9, you will need to dial
your chosen digit instead.

® To make a VolP call to a user on the remote Bizfon, lift the handset and dial 8 + SIP
Address (of the user on the remote Bizfon) + #. You are calling over the Internet to a
remote user.
Please Note: Bizfon has a SIP Address test line to test newly provisioned Bizfon de-
vices. Call 8 + 88 + # and you will hear a message if the call was successful. This
message comes from a Bizfon in one of our offices. SIP Addresses are described be-
low.

® Received IP calls will ring the extensions automatically.
e Received PSTN calls will be directed to the Bizfon’s default Auto Attendant (00).

Using the Default SIP Addresses

Making Internet IP calls is simple with the Bizfon. By default, every standard (analog) tele-
phone connected to one of Bizfon’s phone lines functions as an IP phone. If you open the
Extensions Management page, you will see that some SIP Addresses are available, one
attached to the Auto Attendant and one to each extension. These SIP addresses are the IP
telephone numbers of these extensions. Anyone with a Bizfon or any other SIP IP device
on the Internet can place a call to SIPAddress@sip.bizfon.com and the call will ring the
associated extension.

Under Extensions Management, you may edit the Display Names to assign extensions to
people.
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Main System Users  Telephony Internet Uplink LAN Senvices BIZFO_N}Z_
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iy Attendant 73072000@sip.bizfon.com:5060 3% (5 miin 35 sec) PCMU ...
Ol Line 1 73072011 @sip bizfon.som:5060 1% (1 min 61 sex) Mo ECMy
Oz Line 2 73072012@s10 hizon.com:S060 1% (1 min 51 sec) 1o PCuy
[mE Line 3 73072013@s1n hizion.com:S060 1% (1 min 51 sec) 1o PCuy
0|14 Line 4 7307201 4@sip bizfon.eom:S060 1% (1 min &1 se) No PN
mpEs P Line 1 73072031 @sip bizion.eom:S060 2% (3 min 43 sec) No PN
0|2z IF Line 2 73072032@sip bizfon.som:5060 2% (3 min 43 sec) Mo ECMy
0|22 IF Line 3 73072033@sip bizion.som:5060 2% (3 min 43 sec) Mo ECMy
O |3 IP Ling 4 73072034@s 0 hizon.com:S060 2% (3 min 43 sec) 1o PCuy
O3 IP Line 5 73072035, Proy:sinbizion. com:5060 2% (3 min 43 sec) 1o PCuy
mRES IP Line & 73072038, Proxy:sip.bizion.com:5060 2% (3 min 43 sec) No PN
[mp IPLine 7 73072037, Proxy:sip.bizion.com:5060 2% (3 min 43 sec) No PN
O|ze IF Line 8 73072038, Proxy sip.bizfon. com:5060 2% (3 min 43 sec) Mo ECMy
O

IF Line 8 5, Prosy sip bizion come5060

Fig. I-28: Extensions Management page

To do so, click on the box in the first column next to the extension to edit and click the Edit
button. When the page opens, go to General Settings and edit the Display Name and
click the Save button. Do not change any other settings at this time. For more information
on the Extensions Management settings, refer to the Administrator's Guide. The default
SIP addresses are based on internal parameters unique to each Bizfon device. If the Bizfon
undergoes a factory reset, the default addresses will be restored.
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Appendix: PC DHCP Settings

The Bizfon LAN port has a DHCP server that provides DHCP IP addresses to devices con-
nected to the LAN either directly or through an Ethernet hub or switch. This appendix de-
scribes how to configure Windows PCs for DHCP. The PC used to access the Bizfon must
meet the following conditions:

e TCP/IP network protocol has to be installed.

e DHCP has to be activated in order to request the IP address automatically.

Please Note: If your PC is already configured for DHCP and connected directly to the
Bizfon, then simply power it on and verify the LAN LED is lit. If LED is off, check the cable
connections.

Follow the instructions below to install TCP/IP and enable DHCP functionality:

TCP/IP and DHCP under Windows 2000/XP

Windows 2000 and Windows XP PCs with Ethernet cards or adapters normally are config-
ured with a TCP/IP network connection by default. Nothing in addition is required. To en-
able the DHCPs functionality, you may have to modify the properties of TCP/IP:

X

Fle Edt Vew Favortes Toos Adv | 4

»
Qeeck - () - T | ) search
Address [ Network Connections - B ‘

LAN or High-Speed Internet

1. Click the Start button. Choose Settings, then i’ﬁ'..
Local Area

Control Panel. Connection

2. Double-click on the Network Connection icon o
to open the corresponding window. Select Lo-
cal Area Connection with the right mouse El

button and select Properties. Connection

Wizard

L Local Area Connection Properties 21xl

Genersl | Authentication | Advanced |

Connect using:

I 88 Intel 8255xbased PLI Ethernat Adapter (10/100)

This cannection uses the following iems.

Client for Microsaft Networks

8L File and Printer Sharing for Miciosoft Networks
81305 Packet Scheduler
=] CF/IF)

nstal | Uringtal Propetties

Description
Transmission Centrol Protacol/Intermet Frotacal, The default
wide area network protocol that providss commurication
acioss diverss inteiconnected networks:

I™ Show icon in notification area when connected

3. Highlight Internet Protocol (TCP/IP) under

General tab and click Properties. The cor-
responding window will be displayed. [ | e
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internet Protocol (TCP/P) Properties 21x
General | Atemate Configuraton |
‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate IP settings.
 GBlan P ades suonsi)
" Uge the following IP address:
——
—
——
) ; & Optain DNS server address automatically
4, Choose Obtain an IP address automati-  Usethefoloing DNS sever s
cally an_d Obtain D_NS server address — ‘
automatically selections and press Ad- :
vanced button. [ma]
Cance
21
1P Settings | DNS | WINS | Options |
IP addresses
| 1P address ‘Subnet mask
DHCP Enabled
JR T = R
Default gateways:
Gateway Metric
IR S
v Automatic metric
—
5. You will see the entry DHCP Enabled.
6. Click OK three times to close all windows. _ Corce_|

TCP/IP and DHCP under Windows 95/98/ME
1.  Click the Start button. Choose Settings, then Control Panel.

2. Double-click on the Network icon to open your Network window. Select the Con-
figuration tab.

Click Add.

Double-click on Protocol.

Highlight “Microsoft” under the list of manufacturers.

Find and double-click on TCP/IP in the list to the right.

The Network window will appear with the TCP/IP protocol now listed.
Highlight “TCP/IP” and click on Properties.

Select Getting IP address automatically to enable the DHCP functionality.
Click OK.

Windows will ask you to restart the PC. Click Yes.

T39O Noa R

- O

The TCP/IP installation is now complete and the DHCP functionality is enabled.
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Appendix: Changing the Admin Password

For security reasons, it is recommended that you change the default admin password. The
username of the administrator (admin) cannot be changed.

To change the administrator password, go to the System menu, User Rights Manage-
ment.

Main System Users Telephony  InfermetUplink LAN Services BIZFOﬁ;
Vitor7s

User Rights Management

Users Foles

Change Password Enable User Disable User

User Name: Role Status
O | admin Administrators Enabled
O | localadmin Local Administrators. Disabled

Copyiight () 2008 Bizten, Ins. All ights reserve 4

Fig. I-29: User Right Management page

Choose admin from the list and press the Change Password functional button from the
User Right Management page toolbar.

The Change Password page will be displayed.

Main System Users Telephony  Internet Uplink LAN Services Bi ZFQ&(
Bizfone:

Change Password
Account Name: admin
InfoWarning: Ifhe passward is stored in the persistent area - DONT FORGET IT. The defaull password will ot be restored by a factory ressl

Old Password diits only

New Fassword

digits only

confim NewPassword.  [sases 1 astsorly
Store password in persistent area (Factory resst save).

Copyight (532008 Bizfen, Ine. All ights reservad,

Fig. I-30: Change Password page

Enter the Old Password (19) and the New Password in both the New Password and
Confirm New Password fields. Please note that only numeric digits may be entered here.
Leave Store password in persistent area (Factory reset save) disabled.

Write down the password somewhere and keep it in a secure place. If the password is lost,
a factory reset will be required on the unit (see Administrator's Guide, Hardware Overview).
All settings are lost after a factory reset. After a factory reset the default password (19) will
be restored.
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Appendix: Configuring NAT Traversal

NAT or Network Address Translation is a common feature used to expand the use of con-
nected PCs and other networked devices without having to use multiple global Internet
public IP addresses. Most ISP’s will assign one public IP address to each customer that is
connected to the Internet. The customer can use a router to provide NAT capability and
create a private network of PCs and other devices not visible from the Internet. This
method offers security and also eliminates the need to assign global Internet public IP ad-
dresses to each device on the LAN.

The Bizfon initiates and receives SIP calls from the Internet (or the network connected to
the WAN port). To receive SIP calls, the Bizfon must be able to receive packets from the
SIP server or any other device that is trying to make an incoming call. If the Bizfon is placed
behind a router with NAT, like most basic routers on the market today, the Bizfon will not be
able to receive calls. To resolve this issue, either STUN must be enabled on the Bizfon or
SIP NAT traversal must be set up in the router and in the Bizfon to route the incoming calls
properly.

Please Note: NAT traversal only works with Internet connections that have static IP ad-
dresses. Verify from your provider that this is the case for your Internet connection. Some
ISPs provide dynamic IP addresses that may change from time to time, and are not appro-
priate for SIP NAT traversal.

Please Note: If you have more than one router in series between the Bizfon and the Inter-
net, the same port forwarding setup must be configured on each router.

NAT Traversal Setup

e Install the Bizfon behind the router. If the Bizfon is configured with its factory default
settings, it is already configured for DHCP and will obtain an IP address automatically
from the router.

e Connect a PC to the Bizfon LAN port and power it up.

e Verify the Bizfon can connect to the Internet by opening a browser window and brows-
ing to a familiar WEB site. If the Bizfon cannot reach the Internet, verify the LAN/WAN
LEDs and the cabling. Verify the Bizfon is set up for DHCP on the WAN and that the
router has the DHCP server enabled for the devices behind it.

® Find the address of the router and log into the router. Refer to the router’'s user manual
on how to open the router configuration.

® Set up port forwarding on the router to forward UDP ports 5060, 6000-6099 to the IP
address assigned to the Bizfon. You can see the IP address of the Bizfon in the Sys-
tem menu under Status, submenu Network Status. The IP address will be listed as
the WAN IP address. Your router also may indicate the IP address assigned to the
Bizfon.

® Find out the public Internet address (WAN IP address) of the router. To do so, open a

browser and go to www.whatismyip.com. The site will return your public Internet IP ad-
dress. Record this IP address.

® From the Telephony menu of the Bizfon Management go to the NAT Traversal Set-
tings page, go to General Settings and set the enable NAT Traversal for SIP radio
buttons selection to Force. Save the selection.
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Main System Users Telephony Internet Uplink LAN Senvices

NAT Traversal Settings

SIP Parameters RTP Parameters STUN Parameters NAT Exclusion Table
NAT Traversal for 1P

O | Automatic
@ | Force
O | pisabie

Copyiight ()2000 Bizfon, nc. Al rights esenved.

Fig. I-31: NAT Traversal Settings — General Setting
Go to SIP Parameters page.

Main System Users Telephony Internet Uplink LAN Services B'ZFQ&'(
Vizon7e,
NAT Traversal Settings

General Gattings SIP Patameters RTP Patamsters STUM Pararnetets

NAT Exelusion Table

UDP Parameters

TCP Parameters
O |UsesTuN Mapped Host
© | use Manuat AT Traversal 212 fse [ Jfies |t ]
Mapped Host Mapped Port
[ |fes | fte |romman] | e ]
Mapped Port
[

Help
Bizfon, Ine. Al ights resened

Fig. 1-32: NAT Traversal Settings - SIP Parameters

Select Use Manual NAT Traversal and enter the WAN IP address of the router into the

Mapped Host text field. For Mapped Port, enter the router's corresponding port num-
ber, in this case 5060. Save the entries.

® Go to the RTP Parameters page and select Use Manual NAT Traversal.

Main System Users

Telephony  Internet Uplink LAN Services

NAT Traversal Settings

General Settings SIP Parameters RTP Parameters STUN Parameters NAT Exclusion Table

© [usesTun
®

Use Manual NAT Traversal
Mapped Host
[211 |[188 |[zs  |[10_|[1P-Clipboard
Wapned RTRIRTCP PortRange for FXS Lines:

Min: [5050 |
v [sae9 I

Mapped RTPI

PortRange for IP Lines:

o [anes

Fig. I-33: NAT Traversal Settings - RTP Parameters
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e Enter the WAN [P address of the router into the Mapped Host text field. Set the
Mapped RTP/RTCP Port Range for FXS lines and the Mapped RTP/RTCP Port
Range for IP lines according to the values specified on the router, in this case to 6000
(Min) and 6049 (Max) and 6050 (Min) and 6065 (Max), respectively. Click the Save
button to save the contents.

The Bizfon will activate the settings and register the extensions on the Bizfon SIP Server
after a few minutes. You can verify the settings from the main Bizfon Management menu
under Status in the SIP Registration Status section.
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Appendix: Checking the Connections

If the system doesn’t seem to be working properly, even when all the cables are connected
properly, it may be helpful to Start Network Diagnostics: The WAN link, IP configuration,
gateway, DNS server, and STUN-NAT will all be checked.

To start diagnostics, open the System's menu item Diagnostics and click Start Network
Diagnostics.

Main System Users Telephony  Internet Uplink LAN Services

System Diagnostics

Start detecting WAN Protacal
Start Network Diagnostics

Basic Tests: >

Checking for physical link  : WAN link ok

Checking IF configuration i statically

Checking intemet comnectivity (ICMP ping):
Catevay (192.168.25.5):
Prinary nameserver (192.168.0.2):
Secondary memeserver (192.168.0.156):
69.93.25.60: Error: could not he reached
£9.93.123.244: Error: could not he reached

STUN Wewwork Address Translation (NAT) Check:

Checking server/port: 69.93.123.244/5060

External visible address P 0.0.0.0

Reboot this Device

reached

Fig. I-34: System Diagnostics - Network Diagnostics page
If the test passes, the output of the system may look as follows:
Basic Tests:
Checking for physical link:
Checking IP configuration:
DHCP Client is running

WAN link ok
dynamically via DHCP Client

Checking internet connectivity (ICMP ping):
Gateway: reached

Primary nameserver: reached

Secondary nameserver: not configured

www.bizfon.com: reached

STUN Network Address Translation (NAT) Check:
External visibible address: 212.126.210.179
Detected NAT type Restricted cone

Performing MTU Discovery:
preparing system
Sending UDP Datagram of size 1500
clean up

got answer

Largest usable MTU size is: 1500 Bytes
Test successful.

Depending on where the test is failing, the diagnostic can give some advice on how to
solve the problem. See the example below of a failed test:

Basic Tests:

Checking for physical link: no WAN link

Please check the physical connection of the WAN interface. Cable not
plugged or broken?

Test failed.
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If diagnostics are successful, but you are still unable to place a call to 899# then check the
SIP registration status.

Open the SIP Registration Status page using the Bizfon management System menu item
Status. Besides the SIP registration information for the auto attendant and each connected
extension, the Detected Connection Type is shown. If Bizfon is placed behind a NAT
router and the STUN is enabled, the detected connection type and the IP address of this
router's WAN port are displayed.

Main System Users Telephony Internet Uplink LAN Senvices. BlZFO&(
Fizten7a
Befiesh in 570 seconds!

Bizfon Status - SIP Registration Status

General Informtion Registration on SIP Servers
Hehunrk ety Extension | Red. Name | Server Reaistered | Reaistration Time
e Slalus it 73072000 | sip bizion com | Yes 20-5ep-2005 16:35:18
Mermon Status
u 73072034 | sipbizen.com | Yes 20-5ep-2005 16:35:19
Hardware Status
EE 73072033 | sipoimencom | Yes 20-5ep-2005 18:35:18
SIP Reistration Status
2 73072032 | sipbizoncom | Yes 20-5ep-2005 16:38:18
MGCP Registration Status
3 73072031 | sip bizfon.com | Yes 20-Sep-2005 16:35:18
14 73072014 | sip hizfon.com | Yes 20-5ep-2005 16:35:17
13 73072013 | sip hizfon.com | Yes 20-Sep-200516:36:17
12 73072012 | sip bizfon.com | Yes 30-5ep-2006 16:35:17
e 73072011 | sip bizfon.com | Yes 20-8ep-2005 16:35:17

Registered IP Lines

Username | Binding IP Address | Reaistration Time | Reqistration Expires in

Na iterns in fist

Copyright (512006 Bizfon, lnc. A11 gt resered

Fig. I-35: SIP Registration Status page
Bizfon cannot work behind your router if Detected Connection Type is one of the follow-
ing:
e Unknown connection - unexpected error
e  Symmetric NAT
e Symmetric Firewall
® Blocked UDP

If you get one of the above mentioned Detected Connection Types, either connect the
Bizfon in front of the router, or configure NAT traversal manually as explained in Appendix:
Configuring NAT Traversal.

If you are unable to resolve your problems, please contact Bizfon’s Technical Support.
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