Music System

1.

Remote Access using VPN

Contrary to the remote access possibility via the Internet, remote access via VPN is a
secure connection. For this you will first have to download/install the appropriate VPN
software. A schematic overview of the Remote Setup via VPN is as follows:
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Figure 1-1 Music System Remote Setup via VPN
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The following paragraph will illustrate this with the installation and configuration of the
Check Point VPN-1 SecuRemote/SecureClient NG — Feature Pack 3 software. This is one
of the possible VPN packages.

1.1 Installation of the VPN Software

1) Run the Setup.exe and the following screen will appear:

Check Point VPN-1 SecuRemote!SecureClient NG - Feature Pack 3

Check Point VPN-1 SecuRemote/SecureClient NG Feature Pack 3

Welcome to Check Point VPN-1
SecuRemote/SecureClient NG Feature Pack 3

The Check Point ‘wizard will install Check Point YPH-1
SecuRemote/SecureClient NG Feature Pack 3 package
on your computer, to continue click Mest.

2) Click on Next

Part of the Music System Installation and Operation manual v1.0 November 2003 Copyright © 2003 by Aleen Technologies



Music System 3

Check Point ¥PH-1 SecuRemotefSecureClient NG Feature Pack 3

License Agreement

Pleaze read the following license agreement carefully.

Prezs the PAGE DO key to zee the rest of the agreement.

Check Faoirt [Th] End Uzer License Agreemert 3

Thiz End-Uzer Licensze Agreement [the “Agreement''] iz an agreement between you [both

the individual inztalling the Product and any legal entity on whoze behalf zuch individual iz
acting] [hereinafter "“vou'’ or " Your'] and Check, Point Software Technologies Lid.
[hereinafter "Check Paint'].

TakIMG AMY STEF TO SET-UF OR IMSTALL THE PRODUCT COMSTITUTES YOLUR
ASSENT TO AMD ACCEPTAMCE OF THIS EMD USER LICEMSE AGREEMEMT.
WRITTEM APPROVAL 15 MOT A4 PREREQUISITE TO THE WALIDITY OR
EMFORCEABILITY OF THIS AGREEMEMT AMD MO SOLICITATION OF Ay SUCH ;I

Do pou accept all the terms of the preceding License Agreement? |F pou chooze Mo, the
getup will cloze. To ingtall SecuR emote, you must accept thiz agreement.

| metallEhield

< Back Yes Hao |

3) Click on Yes (after reading and accepting the License Agreement)

Check Point ¥PH-1 SecuRemotefSecureClient NG Feature Pack 3

Choose Destination Location
Select folder where Setup will install files.

Setup will ingtall Secul emote in the following folder.
T o inztall to this falder, click Mest. Ta install ko a different folder, click Browse and select
another folder.
Destination Falder
|7 C:%Program FileshCheckPointsS ecuRemote Browsze... |
| metallEhield
< Back Cancel

4) If needed, change the Destination folder by clicking on the Browse button and click
on Next
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Check Point ¥PH-1 SecuRemotefSecureClient NG Feature Pack 3
Desktop Securnity

SecuRemate iz Check Point's YPM client. SecureClient provides additional Perzonal Firewall
capabilities. Please choose:

™ |nstall WPN-1 SecureClient
& |nstall VPN-1 SecuFemote

| metallEhield

< Blach | Hest > I Cancel

5) Select “Install VPN-1 SecuRemote” by clicking on the radio button before the
installation to be selected

6) Click on Next

Check Point ¥PH-1 SecuRemotefSecureClient NG Feature Pack 3
Dialup adapters

[f you inztall SecuBemote on dialup adapters anly
communication through netwark, cards will not be encrepted.

& |nstall on all networl: adapters

™ |nstall on dialup adapters only

| metallEhield

< Back | Hest > I Cancel
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7) Select “Install on all network adapters only” by clicking on the radio button before
the installation to be selected

8) Click on Next

Question |

@ Do you want ta view the READKME file now?

9) Ifneeded, read the README file or click on No

After the installation the last installation window will appear:

Check Point ¥YPH-1 SecuRemotef5ecureClient MG Feature Pack 3 |

Check Point Wizard Complete

The Check Paoint ‘izard has successfully installed Check
Foint ¥PH-1 SecuRemote/SecureClient MG Feature Pack 2.
Befare you can uze the program, vou must restart yaur
conputer.

& ez, | want o restart my computer o

= Mo, | will restart my computer |ater,

Remowve any disks from their drives, and then click Finizh to
complete setup.

< Blachk | Finizh I [rance

10) Select “Yes, I want to restart my computer now” by clicking on the radio button
before this line of text.

11) Click on Finish

The computer will reboot and after the startup, you will see an icon of an envelope with a
golden key on it.

12) Click on the icon

13) Click on Tools/Advanced IKE Settings

14) Mark both “Force UDP encapsulation” and “Support IKE over TCP”
15) Click on OK
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16) Click on Sites/Create New

17) Enter the IP Address of the Firewall of the Target LAN in the Name/IP box
18) Click on OK

19) Insert your username and password accepted in the VPN network

20) Click on OK 3 times until you see the icon resembling two buildings with the
previously entered IP Address

21) Right click on My Network Places and select Properties

22) Right click on the Local Area Network or Dial-up Connection icon and select
Properties

23) Double click on Internet Protocol TCP/IP

24) Click on the Advanced button

25) Click on the WINS tab

26) Click on Add and add the IP Address of your Target LAN WINS server
27) Close all windows with OK

This finalizes the complete installation and configuration of the VPN software. Now you
can connect to the Music System with MUP as if you are in the same domain as the
Music System.
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